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Pa3zgen 1. O0niue nmoio:KeHust

1.1. Hacrosimas mpuMepHasi OCHOBHasi 00pa3oBaTeiibHasi IporpaMma 1o CerualbHOCTH
cpenHero  mpodeccuonanbHOoro  obpazoBanusi  09.02.06 «CereBoe HM  CHUCTEMHOE
anMuHUCcTpupoBanuey», (mamee — I[IOOII CIIO, mpumepHas mporpamma) paspaboTana Ha
ocHoBe DenepalbHOTO  TOCYAAPCTBEHHOIO  OOpa30BaTENbHOIO  CTAaHAApTa  CPEIHEro
npodeccuonanbHoro obpazoBanus (OPI'OC CIIO) mo cnemumansHOocTH 09.02.06 «CeTeBoe u
CUCTEeMHOE aJIMUHHCTPUPOBAHUEY, YTBEPKACHHOIO MpHKa3oM MuHuUCTepcTBa 00pa3oBaHus U
Hayku Poccutickoit ®eneparuu 9 nekadbps 2016 roma Ne 1548.

I[TOOIT CIIO onpenensier pPEeKOMEHIOBAHHBII O0BEM M COJAEPKAHUE CPENHETrO
npodeccuoHanbHOro obpaszoBanus mno crnenuaibHocTH 09.02.06 «CeTeBoe M CHUCTEMHOE
aJIMUHUCTPUPOBAHUEY, IJIAHUPYEMBIE PE3YyJbTAaThl OCBOCHUS 0Opa30BATENBHON MPOTPAMMBL,
MIPUMEpPHBIE YCIOBUSA 00pa30BaTEIbHON eI TEIHHOCTH.

ITOOII CIIO paspabotaHa mjis peaim3alid 0Opa30BaTEIIbHOW IMpoTrpaMMbl Ha 0ase
cpenHero oo0Iero oopa3oBaHus.

OO6pa3oBarenbHasi mporpaMMma, peainsyemMasi Ha 6a3e OCHOBHOTO 00Iero oOpa3oBaHusl,
paspabarbiBaeTcsi 00pa3oBaTeIbHONM OpraHu3alel Ha OcHOBe TpeOoBaHMU (eneparbHOro
rocyJapCTBEHHOTO 00pa30BaTeIbHOTO CTaHAapTa cpeanero obmiero odOpaszoBanus u OI'OC
CIIO c yuetom nonyuaemoit crienianbHOcTH U Hactosmel [TIOOII.

1.2. HopmartuBHbie ocHOBaHus Jyist pa3padotku [TIOOIT:

- ®enepanpublil 3aKk0H 0T 29 nexabps 2012 r. No273-®3 «O6 obpazoBaHuU B
Poccuiickoit ®eneparumy;

- [Tpukaz MunoOpnayku Poccun ot 28 mas 2014 r. Ne 594 «O6 yTBepxaeHUN
[lopsinka pa3pabOTKU MPUMEPHBIX OCHOBHBIX 0OpAa30BaTENIbHBIX IPOrpamM, MPOBEACHUS HX
9KCIIEPTU3BI U BEACHUSI peecTpa IPUMEPHBIX OCHOBHBIX 00pa30BaTEIbHbBIX IPOTPAMM);

- IIpukaz MunoOpHayku Poccum ot 9 nekabps 2016 roma Ne 1548«06
YTBEP)KICHUN (ellepalbHOr0 TOCYAApCTBEHHOIO0 OO0pa30BaTEbHOIO CTaHAApTa CPEIHEro
npodeccuonanbHoro obpaszoBanus 1o creuuanbHocTd 09.02.06 «CereBoe M CUCTEMHOE
aJIMMHHUCTPUpPOBaHUE»  (3aperucTpupoBaHHbIl  MuHHMCTEpCTBOM tocTuluu  Poccuiickoit
®enepaunu 19 okta6ps 2015 r., peructpannonusiit Ne39361);

- ITpuka3 Muno6puayku Poccun ot 14 urons 2013 r. Ne 464 «O06 yTBepxaeHUN
[lopsnka  opraHM3alMM U OCYIIECTBJIEHUS  OOpa3oBaTE€IbHOM  JAESITENBHOCTH IO

00pa3oBaTenbHBIM rporpaMmmam CpEIHET0 MpoQeCCHOHATIBHOTO 00pazoBaHUs»
(3apeructpupoBan MunucrtepctBoM toctuniun Poccuiickoit deneparuu 30 urons 2013 r.,
peructpanonHslii - Ne  29200) (manee — Ilopsnok —opraHu3anudud — oOpa3oBaTeNbHOU
NS TeNbHOCTH);

- [Tpuka3z MunoOpHayku Poccuu ot 16 aBrycra 2013 1. Ne 968 «O06 yTBepxaeHun
[Topsiaka mpoBemeHUs TOCYAAPCTBEHHOM WTOTOBOM aTTeCTallMM 10 00pa30BaTEIbHBIM
IIporpaMMam CpEIIHETO npo¢eCcCHOHAIBLHOTO o0pa3zoBaHU» (3aperucTpupoBaH
MunuctepctBoM rocturuu Poccuiickoit @enepannu 1 HOs0ps 2013 1., peructpannoHHbiii Ne
30306);

- [Tpuka3z Muno6puayku Poccun ot 18 anpens 2013 r. Ne 291 «O0 yTBepxaeHUn
[TonoxeHnss O mpakTHKE OOYYAIOUIUXCs, OCBAaWBAIOIIMX OCHOBHBIE MpO(ecCHOHATbHbIE
o0pa3zoBaTeNbHbIE IIPOrpaMMBbI CpEIHETO npogecCuOHaTBLHOTO 00pa3oBaHU»



(3apeructpupoBan MunmCcTepcTBOM foctuniuu Poccuiickoit ®deneparuu 14 utonst 2013 1.,
peructpanoHHbIi Ne 28785).

- [Ipuka3z MuHucTepCcTBa TpyAa U COIMaIbHOM 3anuThl Poccuiickoit denepanun
ot 5 okTs6ps 2015 roga Ne684n «O06 yrBepkaeHun npodeccuoHanibHoro cranmgapra 06.026
«CHUCTeMHBIN aqMUHUCTPATOP UH(POPMAIIMOHHO-KOMMYHHKAITMOHHBIX CHUCTEM, YTBEPKICHHBIN
npuka3oM MuUHHCTEPCTBA TpyAa MW COUMAIbHOM 3ammThl Poccuiickon ®enepaunu
(3aperucrpupoBan MunuctepcTBoM toctuimu Poccuiickoit @enepanuu 19 oktsiops 2015 rona,
peructpanroHHelid Ne 39361).

1.3. Ilepeuenn cokpaleHuii, ucnoyibzyeMbix B Tekcte [I0OI1:

®I'OC CIIO — denepanbHBIA TOCYIAPCTBEHHBIH 00pa30BaTEIbHBIA CTAHAAPT CPEAHETO
po¢eCCHOHAIIBHOTO 00pa30BaHUS;

[TOOII — mpumepHasi OCHOBHasi 0Opa3oBaTelbHas IporpamMma;

MK — MexauCUUIUIMHAPHBIN KypC

[IM — npodeccroHabHBINA MOIYITh

OK - o01111e KOMITETEHIUH;

[1K — mpodeccroHambHble KOMITETCHIINH.

[Mukn OI'CO - O0mumii ryMaHUTapHBIN U COLMATbHO-3KOHOMUYECKHUNA [IUKIT

[Mukn EH - Marematudeckuii 1 001NN €CTECTBEHHOHAYYHBIN ITUKJII

Pazgen 2. OOmas xapakTepucTuka o0pa3oBaTelbHON NPOIrpaMMbl CpeJHero
npodgeccuoHAIbHOr0 00pa30BaHus

KBanmudukanms, npucBanBaeMasi BRITYCKHHKaM 00pa30BaTeIbHOM MPOrpaMMBbI:

Cemegoti u cucmemmwvii AOMUHUCIPAMOP.

[Tonydyenue cpenHero mnpohecCHOHAIBHOTO OO0pa3oBaHMs JOMYCKAaeTCsl TOJBKO B
npodeccuoHaIbHOM 00pa30BaTeNIbHOW OpraHM3allid WM 00pa3oBaTeNbHONW OpraHu3aliH
BBICIIIET0 00pa30BaHUs.

®opMmbl 00y4EHHUS: OUHAS.

OG6pa3zoBarenpHas IporpaMma ¢ IpUCBOCHUEM KBaTU(PUKAIIUN
Cemesoti u cucmemHblll AOMUHUCTPAMOD

O0wvem o0O0pa3oBaTeNbHONW MpOrpaMMbl, pealn3yeMol Ha 0a3e cpeaHero oOuiero
oOpazoBanus: 4464 akaeMUYECKUX YaCOB.

Cpok monydeHHsl cpelHero mpodecCHOHaIbHOro 00pa3oBaHUsS MO 00pa30BaTEIbHOU
nporpamme, peajim3yeMon Ha 6a3e cpeHero odiero oopazopanusi: 2 roaa 10 mecsies.

O0beM 00pa3oBaTENBHOM MPOTPaMMBI, pealn3yeMoil Ha 0a3e OCHOBHOTO OOIIETO
o0pa3oBaHHs C OJHOBPEMEHHBIM TIOJYYCHHEM cpeaHero oomero obpaszoBanus: 5940
aKaJIEeMUYECKHUX YacoB.

Cpoku mony4deHusi cpelHero mpodeccHoHaIsHOr0 00pa3oBaHus MO 00pa30BaTENbHOM
nporpamMMe, peanusyeMoil Ha 0a3e OCHOBHOIO o00OmIero o0pa3oBaHHA C OJHOBPEMEHHBIM
MOJTyYeHHUEM Cpe/IHero obmiero oopaszoBanus - 3 roga 10 mecsies.



Pasznea 3. XapakrepucTuka npoecCHOHAILHOM AeSITeJIbHOCTH BbIIYCKHUKA

3.1. Oo0nacrts

npodeccrnoHaIbHON

MH(POPMALMOHHBIE U KOMMyHI/IKauHOHHHel:

JACATCIBHOCTHU

BBIITYCKHHKOB!

06 Css3b,

3.2. CooTBeTcTBHE MPOPECCHOHATBHBIX MOYJIEH TPUCBAUBAEMbIM KBATU(UKALIUSIM

HauMmenoBanue
OCHOBHBIX BH0B
MeATEIHLHOCTH

HanmenoBanue
npogeccuoHaNb-
HBIX MOAYJIel

KBanupukanuu

AaAMHUHHUCTPA-TOP

CereBoii 1
CHCTEeMHBIH

CrnenyaJjauct mo
aIMHUHHUCTPHUPO-
BAHUIO CEeTH

Bremonnenue pa6ot
M0 MPOEKTHUPOBAHHIO

Bremonnenue  pabot

Mo IMPOCKTUPOBAHHUIO

. . OCBanBaETCs OCBanBaeTcs
ceTeBoi ceTeBoi
UHPPACTPYKTYPbI UHPPACTPYKTYPbI
Opranuzanus Opranuzanus
CETEBOTO CETEBOIO OCBaMBaETCs ocBaMBaeTcs
AJIMAHUCTPUPOBAHUS | aIMUHUCTPUPOBAHUS
DKcIutyaTauus DKcrutyaTauus
O0BEKTOB  CETEBOM | OOBEKTOB ceTeBoi OCBanBaeTCs OCBauBaeTcs
UHPPACTPYKTYPbI UHPPACTPYKTYPbI
VYnpasnenue VYnpasneHue

OCBauBaeTcs

CETEBBIMU CEPBUCAMHU | CETEBBIMU CEPBUCAMU
ConpoBoxieHue ConpoBoxieHue
MOJIepHU3aLUU MOJIEpHU3ALUU

. . ocBaMBaeTcs
CeTeBOM ceTeBOM
UHPPACTPYKTYPHI. UHPPACTPYKTYPHI

Pa3nea 4. Ilnanupyemblie pe3yJbTaThl 0CBOCHUsI 00Pa30BaTeIbHOM MPOrPaMMbl

4.1. O01mMe KOMIETeHIMHT

Kona
KOMIIe- DopMyJIHPOBKA 3HaHUs, yMEHUA
TeHIHH KOMIIETEeHIIMH

1 . N
[Iprkaz MuHHCTEpCTBA TpyAa U COLMaIbHON 3amuThl Poccuiickoit @enepannu ot 29 centsiops 2014 r. Ne 6671
«O peecrpe mnpodeccCHOHAIBHBIX CTaHAAPTOB (TIEpeYHE BHUJIOB NPOQPECCHOHAIBHONH JAEATEIHHOCTH)»

(3apeructpupoBad MunucrepcTBoM roctinnu Poccuiickoit ®eneparyn 19 Hos6pst 2014 ., perncrpanoHHbIH Ne
34779).



OK 01 BeiOupare cnocoObl | YMeHHsl: pacno3HaBaTh 3ajady W/Wid mpolieMy B
pelieHus 3aja4 | npoeCCHOHATBPHOM W/WIIM  COLMAIbHOM KOHTEKCTE;
npoeCCUOHATBPHON | aHAIM3UPOBATH 33Jauy W/WIU IpoOIeMy U BBIIEIATDH €€
NESITEIbHOCTH, COCTaBHBIE YaCTH; ONPEAEIATh dTAlbl PELICHUS 3a]aul;
IPUMEHUTEIBHO K | BBIABIATE M 3(PPEKTUBHO HCKaThb HH(POpPMALHUIO,
pa3IUYHbIM HEO0XO0AUMYIO JJIsl PELICHUs 34 U/ UK TPOOJIeMBI;
KOHTEKCTaM COCTaBUTb IUIAH JAEUCTBUS;, ONPEAEIUTh HEOOXOIUMbIE

pecypcesl; BIaJEeTh aKTyalbHbBIMM METOJaMHM paboThl B
npoeCCHOHATLHON M CMEXHBIX cdepax; peaan3oBaTh
COCTaBJICHHBIH  IIJJaH; OLEHUBAaTh  pe3yiabTaT W
MOCJICACTBHS CBOMX JEHCTBUH (CAaMOCTOSITEIBHO WA C
IIOMOUIbI0 HACTABHUKA)

3HaHus: AKTyaJIbHBIN npodecCuoHATbHBIN u
COLMAIBHBIM KOHTEKCT, B KOTOPOM IPUXOAUTCS
paboTaTh W UTb, OCHOBHbIE UCTOUHUKU HMH(pOpMALUU
U pecypchl Uil pelleHus 3ajad W [IpobiemM B
npoeCCHOHATFHOM W/WJIM  COIMAIbHOM KOHTEKCTE;
ITOPUTMBI BBITIOJTHEHHUS pPadOT B IPOpEeCCHOHATHLHON U
CMEXHBIX o0nacTsix; METO/BI padoThI B
npodeccuoHabHOM M CMEXHBIX cdepax; CTPYKTYpy
IUIaHA I pelIeHus  33Jay; TOPSJIOK  OLEHKHU
pe3yabTaToOB  pelleHus 3a7ad  MpodecCHOHAIbHON
JeSITebHOCTH

OK 02 Ocy1ecTBiATH YMenusn: OIpENIEIISTh 3a7a4u VIS IIOUCKA
MOMCK, AaHalu3 U | MHQOPMALMU; OMNPENENATh HEOOXOIMMBbIE HCTOUYHUKH
UHTEPIIpETAINIO uH(popMaluy;  IUIAHUPOBaTh  IpOIECC  IIOUCKa,
nH(popmManuy, CTPYKTYypUPOBATh MOJIy4aeM Yo uH(popMalLIo;
HEeOOXOIMMOM  JUIS | BBIAEIATE HanoOoJiee 3HAYUMOE B repeyHe
BBIMOJIHEHUST  3a]lad | HH(GOpMAIUK; OLICHWBATh NMPAKTUYECKYI0 3HAUYUMOCTh
npoeCCUOHATIBHON | Pe3y/IbTaTOB MOUCKA; OPOPMIISATH PE3yIbTAaThl TOUCKA
JESATEIBHOCTH 3Hanun: HOMEHKJIaTypa UH(POPMAaLIMOHHBIX

HUCTOYHUKOB MPHUMEHSEMbIX B MNpodhecCHOHATbHOU
JIeSITEIIbHOCTH; IPUEMBI CTPYKTYpUPOBAHHUS
uHpopmanuu; ¢opMar odopmiieHus  pe3yIbTaTOB
noucka UHQpopMaluu

OK 03 IInanupoBars U | YMEHHUsl: OIpPENeisaTh aKTyallbHOCTb HOPMAaTUBHO-
pean30BbIBaTh IpaBOBOM  JOKYMEHTallMM B  HpodecCHOHAIbHON
coOCTBEHHOE JESATEIIBHOCTH; TPUMEHATh COBPEMEHHYIO Hay4YHYIO
npodeccuoHanbHOe | MPO(ECCHOHANBHYI0 TEPMUHOJIOTHIO; OINpeNeNiTh U
u JUYHOCTHOE | BBICTpAauBaTh TPaeKTOPUU npodeccuoHaIbHOTO

pa3BUTHE.

pa3BUTHA U caMO00pa30BaHUs




3HaHMA: colaep)KaHHWE aKTyaJbHOM HOpPMAaTHBHO-

[IPaBOBOM JOKYMEHTAlMU; COBPEMEHHAs Hay4dHas U

npodeccuoHambHasi ~ TEPMUHOJIOTHS, BO3MO>KHBIE
TPaeKTOpUU  MPO(PECCHOHAIBHOTO  pPa3BUTUS U
camo00pazoBaHus

OK 04 Pabotath B | YMeHHUsI: OpraHu30BBIBaTh padOTy KOJJICKTHBA H
KOJJIEKTHBE U | KOMaH/bI; B3aMMOJICIICTBOBATh  C  KOJUIETaMu,
KOMaHJIe, PYKOBOJICTBOM, KJIMEHTaMH B XOie MPO(hecCHOHATbHON
3¢ HeKTHBHO JIeATEIbHOCTH
B3aMMOJICCTBOBATh | 3HAHUSA: TICUXOJIOTUYECKHE OCHOBBI JEATEIbHOCTH
C KOJUIEIaMH, | KOJUICKTHBA, IICUXOJIOTMYECKUE 0COOEHHOCTHU
PYKOBOJICTBOM, JUYHOCTH; OCHOBBI IPOEKTHOM J1eATEIbHOCTH
KJIMEHTaMH.

OK 05 OcymecTBISTh ¥YMeHusi: TrpaMOTHO WU3JIaraTb CBOM  MBICIU U
YCTHYIO U | opOpMIISITH  JOKYMEHTHI 10  MpodecCHOHANBHOM
MIMCbMEHHYIO TEMaTUKE Ha TOCYJapCTBEHHOM S3bIKE, IPOSBIATH
KOMMYHHUKAIIMIO Ha | TOJEPAaHTHOCTH B pa00YEM KOJICKTUBE
rocy/1apCTBEHHOM 3HaHMA: OCOOCHHOCTH COLMAIBHOIO M KYJIbTYPHOTO
A3BIKE C  YYETOM | KOHTEKCTa; NpaBwia O(GOpMICHHS IOKYMEHTOB U
0COOEHHOCTEMH MOCTPOCHHUS YCTHBIX COOOIICHUIA.

COLIAJILHOTO u
KYJIbTYPHOTO
KOHTEKCTA.

OK 06 [IposiBisiTH Ymenus: ONKUCHIBATh 3HAYUMOCTb CBOEH
IpaXx/1aHCKO- CHEUAIIBHOCTH
MaTPUOTHYECKYIO 3HaHMA:  CYIIHOCTh  TI'PaXKJIAHCKO-IATPUOTUUYECKOU
MIO3ULHIO, MO3MIIMH, OOIIEUeIOBEUEeCKUX EHHOCTEH; 3HAaUUMOCTh
JEMOHCTPUPOBATh npodecCHOHATIBHOMN J1eATETbHOCTH CIEIHMAaTIbHOCTH
OCO3HAaHHOE
MIOBE/ICHNE Ha
OCHOBE
TPaTUIIOHHBIX
00I11eUeI0BEYECKUX
LIEHHOCTEHN.

OK 07 CopnelicTBOBaTh Ymenusi:  coOmogaTh  HOPMBI  DKOJIOTMYECKOM
COXPAHEHHUIO 0e30macHOCTH; OTpeNeNiTh HaTpaBIEeHUS
OKpY>KaroIen pecypcocOepexxeHruss B paMkax MpodecCHOHATbHON
Cpensl, JESATEIBHOCTH
pecypcocOepeskeHH | 3HAHHMA: MPaBHIA KOJOTHYECKON 0e30MacHOCTH IMpU
10, 3(QGEKTHUBHO | BeeHUH MPO(ECCHOHATBHON AEITEIbHOCTH, OCHOBHBIC
JIECTBOBATH B | pecypchl, 3a/JelCTBOBaHHbIE B MpOoQeccCHOHAIbHON
Ype3BhIYAHBIX JeSITEIbHOCTH; IyTH 00ecrieueHus: pecypcocoepekeHus

CUTyalluAgX.




OK 08 Hcnonbs3oBath Ymenus: HCII0JIb30BATh ($U3KyIBTYpHO-
CpeacTBa O37I0POBUTEIBHYIO ACSITENBHOCTh JJI  YKPEIUIEHUS
¢buznyeckoi 3JI0pOBbBS, JOCTHKEHUS KU3HEHHBIX u
KYJIbTYpbI Ui | po(eCCHOHANBHBIX 1IeJIeH; MPUMEHATh palliOHAbHBIC
COXpaHEHHUS U | IpUEMBbI ABUTATEIbHBIX (QYHKIHHI B TpodeccuoHaIbHOM
YKpeTIeHUs JeSITEIIbHOCTH; MOJIb30BaThHCS CpelacTBaMu
3/10pOBbSA B | MPO(UIAKTUKYA TEPEHANPSHKEHUST XapaKTEPHBIMH IS
nporecce JTAHHOW CHEUAbHOCTH
npodeccuoHanbHON | 3HAHUS: poib ¢buznyeckoi KYJIbTYpPbI B
JESITEIbHOCTH U | OOIIEKyIbTYPHOM, NMPO(ECCHOHAIBHOM U COLUAIBHOM
MOAJIEP/KaHUs pa3BUTHU YEJIOBEKA; OCHOBBI 3/I0pOBOr0 00pa3a jKH3HH;
HE00X0AUMOTO ycioBHUS TPO(GECCHOHATBHON JIEATEIIbHOCTH M 30HBI
YPOBHSL (U3UYECKOM | pucka (DU3UYECKOrO 370POBbsSI Ui CHEHUAIBHOCTH;
IIOArOTOBJIEHHOCTH. | cpelicTBa NPO(GUIAKTUKU NIEPEeHAIPSHKEHUS

OK 09 Hcnonb3oBars YMeHusi: TPUMEHITh CpeACTBA HH(DOPMALMOHHBIX
MH(POPMAIOHHBIE TEXHOJIOTUH JJIsl pelIeHus] NpoQecCHOHATbHBIX 3a1ad;
TEXHOJIOTUU B | MCIIOJIb30BATh COBPEMEHHOE MIPOrpaMMHOE
npodeccuoHabHON | obecnieueHue
JEeSITENIbHOCTH 3HaHMA: COBpEMEHHBIE CpeACcTBa M  YCTpOiicTBa

uH(pOpMaTU3aLUK; TOPSAIOK HUX TMPUMEHEHUS W
nmporpaMMHoOe obecriedeHre B MPodecCHOHATBHOM
JESITEIIbHOCTH

OK 10 [Tonp3oBaTbCs Ymenus: MOHUMATh  OOIMI  CMBICI  YETKO

npoeCCHOHATLHON | MPOM3HECEHHBIX BBICKA3bIBAHUN HA HM3BECTHBIC TEMBI

JOKyMEHTauuen Ha
rOCyJapCTBEHHOM |
MHOCTPAHHOM
A3bIKAX.

(mpodeccroHabHBIC U OBITOBBIC), IOHUMATh TEKCTHI Ha
0a3oBeie TPO(ecCHOHAIBHBIE TEMBI, Y4YacTBOBATH B
JManorax Ha 3HaKOMble o0mue W npodeccruoHalbHbIE
TEMBI; CTPOMTH IPOCTHIE BBICKA3bIBAaHUS O cebe U O
cBoel Mpo(ecCHOHATBHOW  JIEeATENBbHOCTH; KpaTKO
00OCHOBBIBaTh U OOBSACHUTH CBOU JEHCTBHS (TEKylue
U IUIAHUPYEMBIE); MHCAaTh  INPOCTHIE  CBSI3HBIC
coOOLIeHNUs  Ha

3HAKOMBIE WJIM  HMHTEpECYIoIlne

poQeCCUOHAIBHBIEC TEMBI

3HaHMsA: MpaBUiIa TMOCTPOSHUS TPOCTBIX U CIIOKHBIX
MpeJIoKEHUI Ha MPoQecCuOHANBHBIE TEMBI; OCHOBHBIE
oOmieynoTpeduTensuple  riaronsl  (ObITOBags
npodeccuoHanpHas TEKCHUKA); TEKCUYECKUH MUHHUMYM,
OTHOCSIIIMICS K OMUCAaHHWIO MPEIMETOB, CpPEICTB U
MPOIIECCOB JIESITCIIbHOCTH,

0COOEHHOCTH IMPONU3HOIICHUA; ITpaBHJIia YTCHUSA TCKCTOB

npo¢ecCHOHATBHOM

po¢)eCCHOHAIBHON HAIIPaBICHHOCTH




OK 11

IInanupoBars

NpCANPUHUMATCIBCK
YIO JIeATCIBHOCTh B
npodeccnoHaTbEHOMI

chepe

Ymenus:
KOMMEPUYECKOM WJIeH; TPE3CHTOBATh HJIECU OTKPBITHS
npodeccrnoHaIbHON

BBIABJIATH JOCTOMHCTBA M  HCEJOCTAaTKU

COOCTBEHHOIO nena B
JESITEIIBHOCTH; 0(DOPMIISATh OM3HEC-TIIaH; PACCYUTHIBATH
MPOIICHTHBIM
WHBECTHIIMOHHYIO

pa3sMEpPbL 10 CTaBKaM
KpC€AUTOBAaHUSA,
IMPUBJICKATCIIBHOCTE KOMMEPUYCCKUX H,I[eﬁ B pPaMKax

IIPE3CHTOBATH

BBIILJIAT
OTIpECIIATh
po(heCCHOHAILHON  JEATCIIHOCTH,
Ou3HeC-UJEelo; WCTOYHUKHU

buHAHCHPOBAHUSA

OIPENEIATh

3HaHue: OCHOBBI MpeANPUHUMATEIbCKOMN

JIeATEIbHOCTH; OCHOBBI
npaBwiia  pa3pabOTKH
BBICTpAaUBaHUsl IPE3CHTALMM; KpeIUTHble OaHKOBCKUE

IMPOAYKTHI

(UHAHCOBOW T'PaMOTHOCTH;

6H3HCC'HJ’IaHOB; IIOpA 0K

4.2. llpodeccnonabHbIEe KOMIETEHINH

OcHoBHBIC Kon u NuaukaTopsl 10CTHKEHUS] KOMIICTEeHIMH

BH/IbI ¢popmyaupos

AeATEeJbHOCTH Ka
KOMIIeTCHIIUH

B 1. IIK 1.1. IIpakTHYecKHid ONBIT:
Beinonnenue Beinonnate [IpoexTrpoBaTh apXUTEKTYPY JOKAJIBbHON CETH B COOTBETCTBUU C
pabot 1o MPOEKTUPOBAH | ITOCTABJICHHOM 3a/1a4eil.
MPOEKTUPOBAHM | Me KabenpHO | Mcmonmp30BaTh coemMaibHOE MPOrpaMMHOE oOecreueHue yis
10 CETEBOU CTPYKTYpBI MOZEIIMPOBAHNU, IIPOEKTUPOBAHMUS u TECTUPOBAHUS
UHOPACTPYKTYP | KOMIBIOTEPHO | KOMIBIOTEPHBIX CETEH.
Bl U CeTu. OrciexuBaTh NakeTbl B CETHM W HACTPaWBaTh MPOrpaMMHO-

anmnapaTHbIe MEKCETEBbIE IKPAHBI.
HacrpauBars KOMMyTanuio B KOPIIOPATUBHON CETH.
HacrtpauBare anpecanuio B cetu Ha 0aze TexHomoruii VLSM,
NAT u PAT.

HactpaunBarh npOTOKOJIBI AUHAMHYECKON MAPIIPYTU3ALNH.
Ornpenenars BIUSHUS TPUIOKEHUN HA IPOEKT CETH.
AHanM3MpoBaTh, MPOEKTUPOBATh U HACTPAUBATh CXEMBbI IOTOKOB
TpauKa B KOMIIBIOTEPHOI CETH.

Ymenus:

[IpoexkTrpoBaTh JTOKAIBHYIO CETh.

Br16upath ceTeBble TOMOIOTHH.

PaccunTheiBaTh OCHOBHBIE ITAPAMETPHI JTOKATBHOM CETH.
[IpuMeHATH aNrOPUTMBI MOUCKA KPAaTYAMIIIETO MyTH.
[InanupoBaTh CTPYKTYpy CETH C  IIOMOILBIO
ONTUMAaJIbHBIM PACIIOJIOKEHUEM Y3II0B.

Hcnonp30BaTh MaTeMaTHYECKH anmapaT TeOpUH rpadoB.

rpaga ¢




HactpauBate crek mpotokonoB TCP/IP u wucnonb3oBarh

BCTPOCHHBIC YTUIINTBI OHepaHHOHHOﬁ CHUCTEMBI JJIL

JMAarHOCTHKH pabOTOCTIOCOOHOCTH CETH.

3HaHusa:
OO01mKe MPUHIIKITBI TOCTPOSHUS CEeTEH.

CeTeBEbIe TOIIOJOTHH.

Muorocnoitnyro moaens OSI.

TpeOoBaHUs K KOMITBIOTEPHBIM CETSIM.
ApPXUTEKTYpY IPOTOKOJIOB.

CranpapTuzanuio ceTeil.

Dranbl MPOSKTHPOBAHUS CETEBON HHPPACTPYKTYPHI.
DJIeMEHTHI TEOPUU MACCOBOTO 00CTY>KUBaHUSI.
OcHOBHBIE TIOHSTHS TEOPUU TpadoB.

AJNTOPUTMBI TOUCKA KPATYAUIIIETO MY TH.

OcHoBHBIE IPOOJIEMBI CHHTE3a rpad)oB aTak.
CucreMbl TOIIOJIOTHYECKOIO aHanu3a 3aIUILIEHHOCTH
KOMITBIOTEPHOU CETH.

OCHOBBI TPOEKTUPOBAHUS JIOKAIBHBIX CETEH, OECIpPOBOIHBIC
JIOKAJIbHBIE CCTH.

Crangaptel KaOeyel, OCHOBHBIC BHJBI KOMMYHHKAIIHOHHBIX
MOHSTHA,

YCTPOﬁCTB , CTaHAapTbl MW  THIIOBBLIC

QJICMCHTBI CTPYKTypHpOBaHHOfI KaOeJbHOH CHUCTEMBI: MOHTAaX,

TCPMHHEI,

TCCTUPOBAHUC.
CpeI[CTBa TCCTUPOBAHUA U aHAJIW3aA.
bazoBrie IMIPOTOKOJIbI U TCXHOJIOT'MH JIOKAJIbHBIX CeTEH.

IK 1.2.
Ocy1iecTBIAThH
BBIOOD
TEXHOJIOTUH,
WHCTPYMEHTAI
BHBIX CPEJICTB
U CPE/ICTB
BBIYUCIIUTENEH
Oil TEXHUKH
pu
OpTaHu3aIH
npoiiecca
pa3paboTKu U
UCCIIEI0BaHUS
00BEKTOB
npodeccronan
BHOM
JeSTeTbHOCTH

IIpakTu4eckunii ONbIT:

VYcraHaBnvBaTh U HaCTpamBaTh CETEBBIE MPOTOKOJBI U CETEBOE
000opyI0BaHNE B COOTBETCTBUU C KOHKPETHOM 3a/1a4eil.
BreiOupaTs TEXHOIOTWH, HMHCTPYMEHTANbHBIE CPEACTBA TIPH

OpraHu3alMi Ipolecca HCCIeJOBaHUS OOBEKTOB CETEeBOM
UHPPACTPYKTYPBI.
VYcranaBnuBaTh M OOHOBIISATh ~ CETEBOE  MPOTPAMMHOE

o0OecIieueHue.

OCYHICCTBJ'IHTB MOHI/ITOpI/IHF HpOI/I3BOI[I/IT€J'II>HOCTI/I cepBepa nu
HpOTOKOJ’II/IpOBaHI/ISI CUCTCMHBIX U CCTCBBIX CO6BITI/II\/JI.
Hcnonb30Barh CHeUaibHOE TPOTpaMMHOE OOeCTieueHrue IS
MOJIETUPOBAHUS, MPOEKTUPOBAHHUS H
KOMITBIOTEPHBIX CETEH.

CoznaBaTh U HACTPaUBaTh OJHOPAHTOBYIO CETh, KOMIIBIOTEPHYIO
CETh C MOMOIIBI0 MapIIPYTHU3aTOPa, OECITPOBOAHYIO CETh.

TCCTUPOBAHUA

Co3maBaTh MOJICETH U HACTPAWBaTh OOMEH JTaHHBIMH.
yCTaHaBJ'II/IBaTI) nu HaCTpaI/IBaTI) CCTCBBIC yCTpOI\/'ICTBaZ CCTCBBIC
IUIAThI, MapUIPyTU3aTOPBI, KOMMYTAaTOPEL U JIp.

Ucnons3oBarh OCHOBHBIE

KOMAaHIBI ISt

MH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHON

IIPOBEPKU
MOJAKIIIOUYEHUs K




cetn "MHTepHET", OTCIIEKUBAaTh CETEBBIE INAKEThI, MapamMeTpbl
IP-anpecanuu.

BBIMONHATE MOMCK W YCTpaHEHHE MPOOJIEeM B KOMITBIOTEPHBIX
CETSIX.

OrcnexuBaTh MHakeTbl B CETM M HACTpauBaTh IPOrPaMMHO-
anmapaTHble MEKCETEBbIEC SKPAHBI.

HacrpauBare KoMMyTalMi0 B KOPIIOPATUBHOU CETH.
HacrpauBarp anpecanuio B cetn Ha 0aze TexHojoruii VLSM,
NAT u PAT.

HactpauBarb npOTOKOJIBI AUHAMUYECKON MAPLIPYTU3ALUH.
Co3maBarh U HaCTpaMBaTh KaHAJIbI KOPIOPATUBHOW CeTH Ha Oa3e
texHozioruit PPP (PAP, CHAP).

YMenus:

Br10upath ceTeBble TONOJIOTHY.

PaccunTbIiBaTh OCHOBHBIE ITAPAMETPBI JIOKAJILHOM CETH.
[IpuMeHsTh anropuTMbI IOMCKA KpATYAUIIETO ITyTH.
[InanupoBaTh CTPYKTYpy CeTH C TIOMOImbBIO rpada ¢
ONTUMAaJIbHBIM PACIIOJIOKEHUEM Y3JI0B.

Hcnonp30BaTh MaTeMaTHYECKHH armapaT TeOpUH rpadoB.
HactpauBate crek mpotokonoB TCP/IP u wucnonb3oBarh
BCTPOEHHBIE  YTWJIATBI  ONEPALlMOHHOM  CHUCTEMBI UL
JMAarHOCTUKU paboTOCIIOCOOHOCTH CETH.

Hcnonbp3oBars MHOT'O()YHKIIMOHAJIbHBIE npudopbI u
IIPOrPaMMHBIE CPEICTBA MOHUTOPHHTA.

Hcnons3oBars IIPOrpaMMHO-aNIapaTHbIC cpencraa
TEXHUYECKOTO KOHTPOJIA.

3Hanus:

OO011re NpUHLKIIBI TOCTPOEHUSI CETEH.

CereBble TONOJIOTUMY.

MHorocnoitnyto mozgens OSI.

TpeboBaHMs K KOMIBIOTEPHBIM CETSIM.

ApPXUTEKTYpY POTOKOJIOB.

CranmapTuzanmio ceTeil.

Oransl IPOEKTUPOBAHUS CETEBON HHPPACTPYKTYPHI.

DNEeMEeHTHI TEOPUH MAacCOBOTO 0OCITYKUBAHHUS.

OcHOBHbIE IOHATHS TEOPUU IpadoB.

OcHoBHbIE P00JIEMbI CHHTE3a rpa)oB aTax.

CucteMbl  TOMOJOTMYECKOTO aHamu3a  3allUIIEHHOCTH
KOMIIBIOTEPHOU CETH.

ApPXUTEKTYpYy ckaHepa 6e30MacHOCTH.

[TpuHIUTIBI TOCTPOCHHUST BBICOKOCKOPOCTHBIX JIOKATBHBIX CETEH.

IK 1.3.
ObecnieunBaTh
3alATy
uHpopManuu B

IIpakTu4eckunii ONbIT:

ObecnieunBaTh 11EIOCTHOCTh PE3€PBUPOBAHUS HH(OPMALIUH.
ObecneunBaTh 0€30M1aCHOE XpaHEHUE U Nepenady uHbopMaluu
B IJI00QJIBHBIX U JOKAJIbHBIX CETAX.




CEeTH C CoznaBaTh U HaCTpPauBaTh OJHOPAHTOBYIO CETh, KOMIIBIOTEPHYIO
UCTOJB30BaHU | CETh C IOMOIIBIO MapIIPyTH3aTOPa, OECIIPOBOIHYIO CETh.
eM Hcnonp30BaTh  OCHOBHBIE ~ KOMaHIbl sl IPOBEPKH
IPOrpaMMHO- | MOAKIIOYEHUSI K  HMH()OPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHOMN
armapaTHbIX cetu "HMHTepHeT", OTCIIEKHUBATh CETEBbIC MAKEThl, MapamMeTPbl
CPEICTB. IP-anpecanun.
BbInonHATE MOUCK M yCTpaHeHUe MpolieM B KOMIIBIOTEPHBIX
CeTsIX.
OtcinexuBaTh IMaKeTbl B CETM W HACTpaWBaTb IPOrpPaMMHO-
annapaTHble MEXCETEBbIE IKPAHBI.
Co3maBarh U HaCTpaMBaTh KaHAJIbI KOPIOPATUBHOW CeTH Ha Oa3e
texHozioruit PPP (PAP, CHAP).
HactpauBate wmexanusmbl ¢unbTpauuun Tpaduka Ha 0aze
cniuckoB KoHTpouts poctyna (ACL).
YcTpaHare npobieMbl KOMMYTAILlUU, CBSI3U, MapUIpyTH3alUU U
koHpuryparun WAN.
OuIbTPOBaTh, KOHTPOIUPOBATH M 0OECIeYnBaTh 0€30MaCHOCTh
ceTeBoro Tpaduka.
OnpenensTh BIUSHUE NPUIIOKEHUI HA IPOEKT CETH.
Ymenus:
HactpauBate ctexk mnportokonoB TCP/IP u wucnonb3oBath
BCTPOGHHBIE  YTWJIUTHI  ONEPAllMOHHOM  CHUCTEMBI  JUIs
JTMArHOCTHKHU pabOTOCTIOCOOHOCTH CETH.
Hcnons3oBath MIPOrpaMMHO-aIapaTHbIE CpencTBa
TEXHUYECKOTO KOHTPOJIS.
3HaHun:
TpeboBaHUs K KOMIIBIOTEPHBIM CETSIM.
TpeboBanust k ceTeBoil 0€3011aCHOCTH.
DJeMeHTBl TEOPUU MACCOBOTO OOCTY>KUBAHMSL.
OCHOBHbBIE TOHATHS TEOPHH I'padoOB.
OcHoBHbIE TP00JIEMbI CHHTE3a Irpa)oB aTax.
Cucremsl TOMOJIOTUYECKOTO aHaJIn3a 3alUIIEHHOCTH
KOMITBIOTEPHOM CETH.
ApXUTEKTYpy cKaHepa O€30MaCHOCTH.
[IK 1.4. IIpakTHYecKHid ONBIT:
[IpuHumMats MonuTOpUHT IIPOU3BOJUTEIBHOCTH cepsepa u
y4acTHe B MIPOTOKOJIIMPOBAHUS CUCTEMHBIX M CETEBBIX COOBITUH.
IIpUEMO- Vcnonp30BaTh CHeLMAIbHOE MPOrpaMMHOE OOecreueHue Mais
CAATOYHBIX MOJEJIMPOBAHUS, MPOEKTUPOBAHUS u TECTUPOBAHUSA
HCIIBITAaHUSX KOMITBIOTEPHBIX CETEH.
koMmImbloTepHbl | Co3/1aBaTh U HaCTpauBaTh OJHOPAHTOBYIO CETh, KOMIIBIOTEPHYIO
X cerelt u CETh C MMOMOLUILI0 MapIIPyTH3aTOpa, OECIIPOBOAHYIO CETh.
CETEBOTO CoznaBaTh MOJCETH U HACTPauBaTh OOMEH JIaHHBIMU;
o0opynoBaHusi | BBIMOTHATH MOMCK M ycTpaHEHHE MpPOOJIEM B KOMIIBIOTEPHBIX

Pa3INIHOTO

CCTAX.




YPOBHS U B
OIICHKE
KauecTBa
9KOHOMHYECKO
i

s dexTuBHOCT
U CETEBOM

TOITIOJIOTHH.

AHanmM3UpoBaTh CXEMBI IMOTOKOB Tpaduka B KOMIBIOTEPHOU
CCTH.
OneHrBaTh KayecTBO W COOTBETCTBHE TPEOOBAHUSAM IPOEKTA

CCTH.

YMenus:

UuraTh TEXHUYECKYH0D M IIPOEKTHYIO JOKYMEHTALMIO IIO
OpPraHMU3alK CETMEHTOB CETH.

KontponupoBarb coOTBETCTBHE pa3pabaThIBAEMOro IPOEKTa
HOPMaTUBHO-TEXHUUYECKON JOKYMEHTALUU.

HactpauBate crek mpotokonoB TCP/IP u wucnonbp3oBarh

BCTPOCHHBIC YTUIINTBI OHepaHHOHHOﬁ CHUCTEMBI JJIsL

JMAarHOCTHKH pabOTOCIIOCOOHOCTH CETH.
Hcrnosnp30Bath MHOTO(YHKIIMOHAIIbHBIC
HpOrpaMMHBIE CPEJICTBA MOHUTOPHHTA.

Hcnons3oBaTh

IPUOOPHI u
IpOrpaMMHO-aNapaTHbIC cpezacTBa
TEXHUYECKOTO KOHTPOJIS.

Hcnonb30BaTh TEXHUYECKYIO JIMTEPATYPY W HH(DOPMAIIMOHHO-
CIIPaBOYHBIE

CHUCTEMBI  OJId

yCTapeBIIET0 000PYAOBaHUS.

3aMeHbl (IIOMCKa aHaJIOroB)

3Hanusa:

TpeOoBaHUs K KOMITBIOTEPHBIM CETSIM.

ApPXUTEKTYpPY MPOTOKOJIOB.

CraHmapTu3almio CeTei.

Dransl IPOSKTUPOBAHUS CETEBOM HHPPACTPYKTYPHI.
Opranuzanuio paboT MO BBOAY B IKCIUTyaTallMi0 OOBEKTOB U
CCTMCHTOB KOMHI)IOTepHI)IX CCTeﬁ.

Crannmaptel kabOened, OCHOBHBIE BHJbl KOMMYHHKAIIMOHHBIX
yCTpOfICTB, TepMI/IHBI, IIOHATUA, CTaH)lapTI)I n THUIIOBBIC
ANIEMEHTHI CTPYKTYPUPOBAHHOW KaOENbHOW CHUCTEMBI: MOHTAaX,
TECTUPOBAHUE.

CpencTBa TeCTUPOBaHUS U aHAIM3A.

HporpaMMHo-armapaTHLIe CpeaAcTBa TCXHUYCCKOTO KOHTPOJIA.

IIK 1.5.
BremomHATE
TpeboBaHUs
HOPMAaTUBHO-
TEeXHUYECKOMN
JOKYMEHTAUU
, IMETb OIIBIT
odopmiieHus
MPOEKTHOM
JIOKyMEHTAITU!

IIpakTu4eckunii ONbIT:

O opMIATh TEXHUYECKYIO TOKYMEHTALUIO.

OnpenensTh BIUSHUE TPUTIOKEHUI HA IPOEKT CETH.
AHanmm3upoBaTh CXEMbl IMOTOKOB Tpaduka B KOMIBIOTEpHOU
CETH.

OneHuBaTh KayecTBO U COOTBETCTBHE TPEOOBAHMSAM IPOEKTA
CeTH.

Ymvmenua:

UuTtaTh TEXHUYECKYI0O M TMPOCKTHYIO JIOKYMEHTAIUI0 10
OpraHU3aIi CETMEHTOB CETH.

KontpompoBaTe cooTBeTCTBHE pa3pabaThiBA€MOro IMPOEKTa
HOPMaTUBHO-TEXHUUYECKOW JJOKYMEHTAIUH.

Hcnonb30BaTh TEXHUYECKYIO JIUTEPATypy M HH(POPMAIIMOHHO-




CIIPaBOYHBIC CHCTEMBbI JUIS 3aMEHbl (IIOMCKA AaHAaJOrOB)
ycTapeBIIero 000py10BaHuUs.

3HaHus:

IIpunuunsl  u  craHaapTbl  OQOPMIIEHHS  TEXHMUYECKOU
JOKYMEHTaIUH

[TpuHIUTIBI CO3MaHMsT U OOPMIICHHUS TOMIOJIOTHH CETH.
HNubopmanmoHHO-CIIPaBOYHBIC CUCTEMBI JIJISl 3aMEHBI (ITOMCKa)
TEXHUYECKOTO 000PYI0BAHUS.

BJI 2.
Opranuzanus
CETEBOTO
aJIMUHUCTPUPOB
aHHs

IK 2.1.
AnMuHUCTpUP
OBaTh
JIOKaJIbHbIE
BBIUUCIIUTENIbH
b€ CETU U
IPUHUMATD
MEpHI T10
YCTPaHEHUIO
BO3MOYKHBIX
cOoeB.

IIpakTHYecKHii ONBIT:
HactpauBath cepBep W paboume CTaHUWMU Ui Oe30mMacHOU
nepeaayu UHGHOPMaIHH.
VYcranaBinuBaTh

U HAaCTpanBaTb OIICPAIMOHHYIO

cepBepa u pabounx craHiui kak Windows Tak u Linux.

CUCTEMY

VYIpaBiaaTh XpaHWINIIEM JAHHBIX.

HactpauBatb ceTeBbie Ci1ykKOBbI.

Hacrtpausars ypajneHHbIl JOCTYIIL.

HacrpauBarh 0TKa30yCTONYMBBIN KIIACTED.

HacrpauBate Hyper-V u ESX, Bkitouass 0TKa30yCTOMYHBYIO

KJIACTEPU3ALIHMIO.

Peanu3oBeiBaTh  0O€30mMacHbIl  OCTYH K  J@HHBIM  JUIS
M0JIb30BATENEH U YCTPOUCTB.

HactpauBatp cityx0bl KaTaJlOTOB.

OOHOBIATH CEPBEPHI.

[IpoekTupoBaTh  CcTpaTerud  aBTOMATUYECKOW  YCTaHOBKH
CEpPBEPOB.

[InanupoBaTh W BHEAPSITH HHPPACTPYKTYPY pa3BepPThIBAHUSA
CEPBEPOB.

[InanupoBaTh W BHEIPATH (ailloBbIe XPaHWIHILNA M CHCTEMBI
XpaHEHUs TaHHBIX.

Pa3pabatbiBaTh ¥ aAMUHUCTPUPOBATH PEIICHHUS 110 YIPABICHUIO
IP-anpecamu (IPAM).

[IpoexTrpoBaTh U peann3oBbIBaTh penieHuss VPN.

[IpumensaTh MacimiTabupyeMble pemieHus A yAaJeHHOIo
JOCTYIIA.

[IpoekTupoBaTh U BHEAPATH PELICHMS 3alUTHI 1OCTyNa K CETH
(NAP).

Pa3pabatbiBaTh cTpaTeruu pa3MenieHus KOHTPOJIEPOB JOMEHA.
YcranaBnuBate Web-ceppepa.

Opranu3oBbIBaTh JOCTYH K JIOKAJTbHBIM U TTI00ATHHBIM CETSIM.
CornpoBokJ1aTh U KOHTPOJIMPOBATH HMCIOJb30BAaHUE ITOYTOBOTO
cepepa, SQL-cepsepa.

[IpoekTupoBaTh cTpaTeruu BUPTyaJIU3alluH.

[InanupoBaTh U pa3BEepPTHIBATH BUPTYATbHbBIE MAITMHBI.
VYrpaBnsaTh pa3BEPTHIBAHUEM BUPTYAIbHBIX MAIIUH.




Peanmu3oBeiBaTh M IIAHUPOBAThb  PELIEHUS  BBICOKOH
JOCTYITHOCTH JUTst (DaiIOBBIX CITyXkO.
BueapsaTe nHppacTpyKTypy OTKPBITBIX KIIOUEH.

YMenus:

AJMHUHUCTPUPOBATH JIOKAJIbHBIC BBIYUCIUTEIbHbIE CETH.
[IpuHHUMAaTH MEpBI 110 YCTPAHEHUIO BO3MOXKHBIX COOEB.
Co3naBate U KOHOQUI'YpUPOBaTb YYETHBIE 3allUCU OTICJIBHBIX
I10JIb30BATENIEH U M0JIb30BATENbCKUX TPYIII.

ObecneunBaTh 3alIMTy NPU MOAKIIOYCHUH K MH()OPMAIIMOHHO-
TEIeKOMMYHUKalMoHHOW  cetu  "MHTepHer"  cpeactBamu
ONEPAlMOHHOW CHUCTEMBI.

3HaHus:

OcHOBHbBIE HaIpaBJICHUS ATMUHUCTPUPOBAHUS KOMIIbIOTEPHBIX
ceTeil.

Turmbl cepBepoB, TEXHOJIOTHIO "KIIMEHT-CEpBEP".

CriocoObl yCTaHOBKH U YIPABJIEHUS CEPBEPOM.

YTunuTel, QyHKINH, yaaleHHOE YIPaBICHHE CEPBEPOM.
TexHonmormn  0€30MACHOCTH,  MPOTOKOJBI  ABTOPH3AIINH,
KOH(UIEHITMAILHOCTh U O€30IMacHOCTH Ipu pabote B Web.
[Topsiok MCHOIB30BaHUS KIACTEPOB.

[Topsamox B3auMOAEHCTBUS Pa3IMYHBIX OMEPAI[MOHHBIX CUCTEM.
Knaccudpukanuo  mporpaMMHOro  0OECIEYEHHs]  CETEBBIX
TEXHOJIOTH, U 00JaCTh €ro MPUMEHEHHUS.

[lopssmok ¥ OCHOBBI  JIMLEH3UPOBAHHS  MPOTPAMMHOIO
oOecrnie4yeHus.

OneHky  CTOMMOCTH  HpPOrpaMMHOTO  oOecredeHus B
3aBHCHUMOCTH OT CITOCO0a M MECTa €ro MCIIOJIb30BaHMUS.

IIK 2.2.
AJIMUHHCTpPUP
OBaTh CETEBBIC
pecypcsl B
nH(pOpMaLIOH

HBIX CUCTEMAX.

IIpakTHYeCKHi ONBIT:

HactpauBatb city:x0bl KaTaJOroB.

OpranuzoBbiBaTh U TNPOBOJUTH MOHUTOPUHI U IOAJEPKKY
CEPBEPOB.

[InanupoBaTh M BHEIPATH (PailyloBble XPaHWIMILA U CHCTEMBI
XpaHEHUs JaHHBIX.

[IpoektupoBars u BHeapaT DHCP cepBuchl.

[IpoexkTpoBaTh CTPATETHIO pa3pelICHUs UMEH.

PazpabaTbiBaTh U aIMUHUCTPUPOBATH PEIICHHS IO YIPABICHUIO
IP-anpecamu (IPAM).

[IpoexTrpoBaTh U BHEAPATH HHPPACTPYKTYPY JIECOB U IOMEHOB.
PazpabaTbiBaTh CTPATEruio rpyMIoOBBIX MOJUTHK.
IIpoekTrpoBaTh MOJEINb pa3peIIeHHH IS CITy>KObI KaTaJOroB.
ITpoekTrpoBaTh cxeMsbl caiitoB Active Directory.
Pa3pabatbiBaTh cTpaTeruu pa3MenieHrus KOHTPOIEPOB JOMEHA.
Buenpsats uHPpacTpyKTypy OTKPBITHIX KITFOUEH.

[InanupoBaTh ¥ peaqu30BBIBATH HH(PPACTPYKTYPY CIYKO
yIpaBJIEHUS IPAaBAMHU.




Ymenusn:

YcranaBiauBaTh HHPOPMALMOHHYIO CUCTEMY.
CoznmaBaTh W KOH(PHUTYpUPOBATH YUYETHBIC 3aIMCH OTIEIBHBIX
M0JIb30BATENIEH U MOJIB30BATEIbCKUX TPYIIIL.

PeructpupoBarh MOJKIIOUEHHWE K JIOMEHY, BECTH OTYETHYIO
JIOKYMEHTAITHIO.
VYcTaHaBIMBaTh n KOH(pUTYpHpPOBATH

IporpaMMHOe obecriedyeHne, mporpaMMHoe obecrieueHue 6a3

AHTUBUPYCHOE

JAHHBIX, IPOrPaMMHOE 00ecIieueHne MOHUTOPUHTA.
ObecneunBaTh 3alIMTy NPU MOAKIIOYEHUH K MH()OPMAIIMOHHO-
TEJICKOMMYHUKALIMOHHON "NuTepuer”

CCTHU cpeacrBaMu

ONEPAlMOHHOW CHUCTEMBI.

3HaHus:
OcHOBHbBIE HaIpaBJICHUS ATMUHUCTPUPOBAHUS KOMIIbIOTEPHBIX
ceTel.

Turnbl cepBepoB, TEXHOJIOTHIO "KIIMEHT-CEpBEP.

YTunutel, QyHKINYU, YIAJICHHOE YIPABICHHE CEPBEPOM.
TexHolornnn  OE30IACHOCTH,

KOH(UIEHIIMATLHOCTh U O€30IMacHOCTh Ipu pabote B Web.

HpOTOKOJII)I aBTOpI/ISaHI/II/I,
[TopsiToK MCTIOB30BaHUS KIACTEPOB.

[Topsi1oK B3aMMOACHCTBHS Pa3IMYHbBIX OIMEPAI[MOHHBIX CUCTEM.
Knaccudukanuio  mporpaMMHOro  0OECIEYeHHsS  CETEBBIX
TEXHOJIOTHH, 1 001aCTh €ro NPUMEHEHHS.

[Topssiok ¥ OCHOBBI  JIMLEH3UPOBAHHS  MPOTPAMMHOIO
oOecrieueHusI.

obecrieueHust B

OueHky  CTOMMOCTH

3aBHCHMOCTH OT CIIOCO0a U MECTAa €r0 MCIOIL30BaHU.

MIPOTPaMMHOI0

IK 2.3.
ObecneunBaTh
cOop mTaHHBIX
JUTSL aHATTN3a
UCTIOJIb30BaHU
E7i

(G YHKIIMOHUPO
BaHUs
IPOrpaMMHO-
TEXHUYECCKHUX
Cpe/CTB
KOMITbIOTEPHBI
X CETEH.

IIpakTu4eckunii ONbIT:
Opranu3oBaTh M NPOBOAUTH MOHUTOPUHT U MOJIEPKKY

CEepPBEPOB.
[TpoekTupoBaTh W BHEIPATH PEHICHHS 3alIUTHI JOCTYHa K CETH
(NAP).

PaccunteiBaTh CTOUMOCTDB JIUIICH3UOHHOI'O MporpaMmMHOIO

o0ecrieyeHnst ceTeBOil HHYPACTPYKTYPHI.

OcymiecTBiaATh COOp TAHHBIX IS aHAM3a HUCIOJIb30BAHUSA U
(YHKIIMOHUPOBAHUS CPENCTB
KOMIIBIOTEPHBIX CETEH.

[TnanupoBaTh U peanu30BaTh MOHUTOPUHT CEPBEPOB.

PeanmuzoBate u IIaHUPOBATh PCHICHUSA BBICOKOH JOCTYITHOCTHU

IpOrpaMMHO-TEXHUUCCKHUX

st aiioBBIX CITYKO.
Baenpsats uHQpacTpyKTypy OTKPBITHIX KITFOUEH.
UHQPACTPYKTYpy CIIyXO0

H.]'IaHI/IpOBaTL H PpCaAJIN30BbIBATH

yIpaBJI€HUS IIPaBaMU.

YMmenus:
PeructpupoBarh MOJKIIOUEHHWE K JIOMEHY, BECTH OTYETHYIO




JOKYMEHTaLUIO.

PaccunthiBaTh  CTOMMOCTBH  JIMUEH3MOHHOI'O  IIPOrPAMMHOIO
o0ecrieyeHus: ceTeBoil UHPACTPYKTYPHI.
VYcraHaBiuBaTh 51 KOH(HUTypHUPOBATh AHTUBHUPYCHOE

IporpaMMHOe obecriedeHne, mporpaMMHoe obecrieueHue 6a3
JAHHBIX, IPOrPAMMHOE OOecrieueHne MOHUTOPUHTA.

3Hanud:

TexHonmoruu  OE30MACHOCTH,  HPOTOKOJIBI  ABTOPH3AIHH,
KOH(UIEHIIMATILHOCTh U O€30MMacHOCTh Mpu pabore B Web.
[Topsiiok UCTIONIE30BAHMUS KIIACTEPOB.

HOpSII[OK B3aHMOHeﬁCTBHH PA3JINYHBIX OIICPALIMOHHBIX CUCTCM.
AJITOPUTM aBTOMATH3AIMH 3314 00CITY)KUBAHHSL.

[TopsiIok MOHUTOPUHTA U HACTPOUKHU TPOU3BOIUTEITBHOCTH.
TexHOJIOTHIO BEACHUS OTYETHON JTOKYMEHTAIIHH.
Krnaccudukaiuo  mporpaMMHOTO

TeXHOHOFHﬁ, H 00J1aCThb €ro IMPUMCHCHMUA.

obecreyeHus CCTCBbLIX

HOpSII[OK n OCHOBBI JIMICH3UPOBAHMA ImporpaMmMHOIO

obecrieueHus.
Ouenky obecrieueHuss B

3aBHCHMOCTH OT CIIOCO0a U MECTa €TI0 MCII0JIb30BaHUS.

CTOMMOCTH  IIPOTPaMMHOTO

IIK 2.4.
B3aumoneiicts
0oBaTh CO
crienyajIncTam
H CMEKHOTO
npoduiIs npu
pa3zpaboTke
METOJ0B,
CPEICTB U
TEXHOJIOTHH
MIPUMEHEHUS
00BEKTOB
npogdeccronan
BHOM
JEeITCILHOCTH.

IIpakTu4eckunii ONbIT:

YcranaBnuBate Web-cepsep.

Opranu3oBbIBaTh TOCTYH K JIOKAJIBHBIM U TTI00ATBHBIM CETSIM.
CornpoBok/J1aTh ¥ KOHTPOJIUPOBATH HCIOJIb30BAaHUE IMOYTOBOIO
cepBepa, SQL-cepsepa.

PaccunthiBaTh  CTOMMOCTH  JIUIIEH3MOHHOTO  IIPOrPAMMHOTO
obecrieueHus ceTeBor HHPPaCTPYKTYypPHI.

OcymiecTBiaTh COOp JAHHBIX I aHAM3a WUCIOJIb30BAHUSA U

(YHKITMOHUPOBAHHUS MPOrpaMMHO-TEXHUUECKHUX CPENCTB
KOMITBIOTEPHBIX CETEH.

[InanupoBaTh U peadn30BBIBATH HWHOPACTPYKTYPY CIYyXO
YIPABJICHUS MPABaMHU.

Ymenua:

PaccunthiBaTh CTOMMOCTH  JIUIIEH3MOHHOTO  IPOTPAMMHOTO

o0ecrnieuyeHns ceTeBo NHPPACTPYKTYpPHI.

ObecneunBaTh 3alUTy HPU MOJAKIIOYEHUH K MHPOPMALMOHHO-
TEIEeKOMMYHUKaUMOHHOM  cetu  "MHTepHer"  cpencrBamu
OIIEpPaIlMOHHOIN CHUCTEMBI.

3Hanusa:

CriocoObl YCTAaHOBKHU U YIIPABJICHUS CEPBEPOM.

[TopsaoK UCTIONB30BaHUS KIIACTEPOB.

HOpr}IOK B3aI/IMO}IeI\/’ICTBI/IH paSJ'II/I‘—IHI)IX OHepaHI/IOHHBIX CUCTECM.
ANTOPUTM aBTOMATH3AIMH 33724 O0CTYKUBAHHUSI.
TexHOMOru0 BEAEHUSI OTUETHON JOKYMEHTALINH.

Knaccn(bmcaumo nporpaMMHOro obecnieucHUs CCTCBBIX




TEXHOJIOTH, U 001aCTh €ro MPUMEHEHHUSI.

Ilopsmok ¥ OCHOBBI  JIMLEH3UPOBAaHUA  IPOrPAMMHOIO
obecrieyeHus.

O1eHKY  CTOMMOCTH  IPOrPAaMMHOTO  OOECleUYeHUS B
3aBUCHUMOCTH OT CII0C00a M MECTa €ro UCIIOIb30BaHMS.

B/l 3.
DKCIUTyaTalus
00BEKTOB
CeTeBOM

HH(PACTPYKTYP
bl

IIK 3.1.
VcranaBauBar
b,
HacTpauBarTh,
JKCILTYaTUPOB
aThb U
00CITy>)KUBATh
TEXHUYECKHUE U
MIPOTrpaMMHO-
arnmapaTHbIC
cpencTBa
KOMITBIOTEPHBI
X CETel.

IIpakTu4eckunii ONbIT:
OOcyXuBaTh CeTeBYI0 HH(PACTPYKTypy, BOCCTAaHABIUBATH
paboTOCIIOCOOHOCTH CETH TOCHE COOSL.

Ocy1ecTBisiTh yIAJICHHOE aIMUHUCTPHPOBAHHE u
BOCCTAHOBJICHHE paboTocmocoOHOCTH ceTeBou
UHPPACTPYKTYPHI.

[TomnepxuBath MOJIB30BATENIEN CETH, HACTpAaUBaTh AIIAPATHOE
U IporpaMMHoOe obecriedeHre ceTeBoil HHPPaCTPYKTYpHhI.
Ob6ecrieunBaTh 3aIIUTY CETEBBIX YCTPOMCTB.

Buenpsate MexaHH3MbI CETeBOW OE30MACHOCTH Ha BTOPOM
ypoBHe mozenu OSI.

BHenpsatb MexaHM3Mbl CETE€BON 0€30MacHOCTH C IOMOIIBIO
MEXKCETEBBIX KPaHOB.

Buenpsate rexnonorun VPN.

Hacrpausats [P-Tenedons.

Ymenusn:

TectupoBath kabenn 1 KOMMYHUKAIIMOHHbBIE YCTPONCTBA.
OnuceIBaTh KOHIIEIIIMH CETEBOM 0€30IMaCHOCTH.

OnuceiBaTh  COBPEMEHHBIE TEXHOJOTHMM U  apXUTEKTYpbl
0e30IaCHOCTH.

OHI/ICI)IBaTI) XapaKTepI/ICTI/IKI/I U DJICMCHTBI KOH(bI/IpraIII/II/I
stannoB VoIP 3BoHKa.

3HaHuA:

ApXuTekTypy ¥ (YHKIUM CHCTEM YIpaBJIEHUS CETIMH,
CTaHJapThl CUCTEM YIPaBJICHHUS.

3ajaun  yOpaBleHMs:  aHAIM3  MPOU3BOAMTENBHOCTH U
HaJIeKHOCTH, VIpaBJIeHHEe O€30MacCHOCThI0, Yy4eT Tpaduka,
yIpaBiieHue KOHPUTypaluen.

[IpaBuna SKCIUTyaTalMM  TEXHUYECKHX  CPEACTB  CETEBOM
MH(PACTPYKTYPBHI.

Metoabl  ycTpaHEHHs HEMCIIPaBHOCTEH B TEXHMUYECKHX
CpeAcTBaX,  CXeMbl  IOCI€aBapUHHOTO  BOCCTaHOBJIECHHUS
paboOTOCIIOCOOHOCTH ~ CETH, TEXHHYECKYHd) U  IPOEKTHYIO
JOKYMEHTAIMI0, CIOCOObI PEe3epBHOTO KOMHPOBAHUS JAaHHBIX,
MPUHIUIBI paOOTHI XPaHWIHIL] TAHHBIX.

OcHOBHBIE TIOHSTHS HH()OPMAIIMOHHBIX CHCTEM, >KH3HEHHBIN
LUK, Tpo0JemMbl 00ecrieueHusl TEXHOJIOTHYECKO 6€301acHOCTH
MH(OPMALIMOHHBIX ~ CHUCTEM, TpeOOBaHUS K  apXUTEKType
WH(POPMAIIMOHHBIX CUCTEM U X KOMIIOHEHTaM ISl 00ECTICYeHHS
06e30macHOCTH  (PYHKIIMOHUPOBAHMsS, OIEPATUBHBIE METOJbI




MOBBIIIEHUST 0€30MacHOCTH (DYHKIIMOHHUPOBAHUS MPOTPAMMHBIX
CpencTB U 0a3 TaHHBIX.

CpencTBa MOHUTOPUHTA M aHAJIN3A JIOKAIBHBIX CETEH.
OcHoBHBIE TPEOOBaHMS K CPEICTBAM M BUJAaM TECTHPOBAHUS IS
OIpeIeTICHUS TEXHOJIOTUYECKOU 0e3omacHOCTH
MH(QOPMAIIMOHHBIX CUCTEM.

[TpuHIMITEL paOOTHI CETH aHAIOTOBOH TeIe(OHUY.

HasnayeHue roiocoBoro 1uio3a, ero KOMIOHEHTH U (QyHKIHH.
OCHOBHBIE TPUHIMIIEI TeXHOJOrHMH oOecreyenus QoS ams
rOJI0COBOTO TpadukKa.

IK 3.2.
[IpoBoauThH
npoduIaKTuye
CKHE paboThI
Ha 00BEKTax
CeTeBOI
UHPPACTPYKTY
pBI 1 pabounx
CTAHIIHSIX.

IIpakTHYecKHii ONBIT:

[TomnepxuBath MOJIB30BATENIEN CETH, HACTpAaUBaTh AIIAPATHOE
U IporpaMMHOe oOecriedeHre ceTeBO HHPPACTPYKTYpPHI.
Boinmonusate npodunaktuueckre paboThl HA 0OBEKTaX CETEBOM
UHQPACTPYKTYPHI U paOOUUX CTAHIUSAX.

CocTaBnaTh miaH-rpaduk MpoPUIaKTHIECKUX PadOT.

Ymenus:

Habmronate 3a TpaukoM, BBIOJIHATH ONEPALUU PE3EPBHOTO
KOIIMPOBAHHUS U BOCCTAHOBJICHUS JAHHbIX.

YcraHaBnuBars, TECTUPOBATh u 9KCILTyaTUPOBAaTh
UH(pOPMalLMOHHbIE CUCTEMBI, COIIACHO TEXHUYECKON
JOKYMEHTAIH, 00ecreyrBaTh aHTUBUPYCHYIO 3aLIUTY.
BBINONHATE MOHUTOPUHI U aHaNU3 PabOThl JOKAIbHON CETH ¢
IIOMOLIBIO IPOIPAMMHO-AIIIAPATHBIX CPENICTB.

OcyiecTBidTh JUArHOCTUKY M TOWUCK HEUCIPABHOCTEH Bcex
KOMIIOHEHTOB CETH.

BbINOHATE ACUCTBUSA IO YCTPAHEHUIO HEUCIIPABHOCTEH.

3HaHuA:

3ajaun  yOpaBlIeHMs:  aHAIM3  MPOU3BOAMTENBHOCTH U
Ha/IeKHOCTH, YIpaBieHHE O0e30MacHOCThIO, Yy4eT Tpaduka,
yIipaBiieHHe KOH(pUTypauei.

Knaccudukanuioo  perinaMeHToB,  MOPSAIOK  TEXHHUYECKHX
OCMOTPOB, IPOBEPOK U MPOPUIAKTUIECKHX PaldOT.

Pacmmipenne CTPyKTYpbl KOMITBIOTEPHBIX CETEH, METOABl |
CpeAcTBa AMAarHOCTHKH HEUCIPABHOCTEH TEXHUYECKHX CPEICTB
U CETEBOM CTPYKTYPBHI.

Metoabl  ycTpaHEHHMs HEMCIIPaBHOCTEH B TEXHMUYECKHX
CpeAcTBaX,  CXEMbl  IOCI€aBapUHHOrO  BOCCTaHOBJIECHHUS
paboOTOCIIOCOOHOCTH ~ CETH, TEXHHYECKYH0 U  IPOEKTHYIO
JOKYMEHTAIMI0, CIOCOObI PE3epBHOTO KOMHPOBAHUS JAaHHBIX,
MPUHITUTIBI paOOTHI XPAHWIIHII] TAHHBIX.

OcHOBHBIE TIOHSTHS HWH()OPMAIIMOHHBIX CHCTEM, >KH3HECHHBIH
LUK, Tpo0JemMbl 00ecrieueHusl TEXHOJIOTHYECKO 6€301acHOCTH
MH(OPMALIMOHHBIX ~ CHUCTEM, TpeOOBaHUS K  apXUTEKType
MH(POPMAIIMOHHBIX CUCTEM U MX KOMIIOHEHTaM JJIsi 00eCTIeYeHUs




0e30macHOCTH  (DYHKIIMOHUPOBAHHSI, OIEPATUBHBIE METOJIbI
MOBBIIICHUST 0€30IaCHOCTH (YHKIIMOHHPOBAHHS MPOTPAMMHBIX
CpencTB U 0a3 TaHHBIX.

CpencTBa MOHUTOPUHTA M aHAJIN3A JIOKAIBHBIX CETEH.
OcHoBHBIE TPeOOBAaHUS K CPEICTBAM M BUAAM TECTHPOBAHUS IS
OIpeIeTICHUS TEXHOJIOTUYECKON 0e3omacHOCTH
MH(QOPMAIIMOHHBIX CUCTEM.

[TpuHIMITEI PaOOTHI CETH aHATOTOBOH TeIe(OHUH.

Ha3znauenue rogocoBoro 1uir03a, ero KOMIIOHEHTHI U (YHKIIUH.
OcCHOBHBIE TPUHIMIIEI TeXHOJOrHMH oOecmeyenus QoS ans
rOJI0COBOTO TpadukKa.

IIK 3.3.
VYcranaBauBar
b,
HacTpauBarh,
JKCILTYyaTUPOB
aTh U
00CITy’)KUBATh
CETEBBIC
KOH(UTypaIu

IIpakTHYecKHii ONBIT:

[lognepxuBath MONB30BATENEH CETH, HACTPAUBATH AIIMAPATHOE
U IporpaMMHoOe oOecriedeHre ceTeBO HHPPACTPYKTYpPHI.
OO6ecrnieynBaTh 3aIIUTY CETEBBIX YCTPOMCTB.

Buenpsate MexaHH3MbI CETEBOW OE30MACHOCTH Ha BTOPOM
ypoBue mozenu OSI.

Buenpsate MexaHM3Mbl CceT€BOM 0€30IaCHOCTH C IOMOILBIO
MEXKCETEBBIX KPaHOB.

Buenpsate rexnonorun VPN.

Hacrpausarp IP-Tenedonsl.

DKCIUTyaTUpOBaTh TEXHUYECKUE cpenacTsa ceTeBOM
UH(PACTPYKTYPBHI.

Hcnonws3oBath cXemMbl IOCIE€ABAPUWHOIO  BOCCTAHOBJICHMS
paboTOCIIOCOOHOCTH CETH.

Ymenuna:

OnuceIBaTh KOHIENIUU CETEBOM 0€30M1aCHOCTH.

OnuceiBaTh  COBPEMEHHBIE  TEXHOJOTMH W ApPXUTEKTYpPBI
0e30IMacHOCTH.

OnuceiBaTh XapakTePUCTUKU H DOJIEMEHTHl KOH(HUTyparuu
stanoB VolP 3BoHKa.

3Hanusn:

3amaun  ympaBlIGHUS:  aHAJIW3  NPOM3BOJUTEIBHOCTH U
HAJeKHOCTH, YIpaBlIeHHE O€30MacHOCTbIO, Yy4yeT Tpaduka,
yIpaBiieHue KOHPUTypaluen.

[IpaBuna oKcmayaTalMd TEXHHYECKMX  CpPEACTB  CETeBOMU
UHPPACTPYKTYPBI.

OcHOBHbIE TOHATHSA MH(OPMAIMOHHBIX CHCTEM, >KU3HEHHBIN
LUK, TIpo0IeMbl obecrieueHus] TEXHOJIOTHIYECKOH 6e30MMacHOCTH
WHPOPMAIIMOHHBIX  CHUCTEM, TpeOOBaHMSA K  apXUTEKType
WH(POPMAIIMOHHBIX CUCTEM U X KOMIIOHEHTaM JJIsi 00ECTICYeHHS
6e30macHOCTH  (YHKIIMOHUPOBAHUSI, OINEPATUBHBIE METOIBI
MOBBIICHUST 0€30MacHOCTH (DYHKIIMOHHPOBAHUS MPOTPAMMHBIX
cpencTB u 0a3 TaHHBIX.

CpencTBa MOHUTOPUHTA M aHAJIN3A JIOKAIBHBIX CETeHl.




OcHOBHBIC Tpe60BaHI/IH K CpCACTBaM U BUAAM TCCTUPOBAHUA IJId

onpeneaeHus TEXHOJIOTHYECCKOM 0e30IMacHOCTH
MH()OPMAIIMOHHBIX CHCTEM.

[TpunIUIBl pabOTHI CETH TPAAULMOHHON TeNe(OHUH.
Haznavenwue rosocoBoro nuir3a, ero KOMIIOHEHTHI ¥ (PYHKITUH.
OCHOBHBIE TPHUHIMIBLI TEXHOJOTHH obecriedeHus: QoS s

roJI0COBOrO Tpaduka.

IIK 3.4.
VYyacTBOBaTh B
pa3paboTke
CXEMBI
[IOCJIeaBapyuiiH
oro
BOCCTaHOBJICH
us
paborocmocod
HOCTH
KOMITBIOTEPHO
H ceTH,
BBIMOJIHATh
BOCCTaHOBJICH
ue u
pe3epBHOE
KOIIMPOBAaHUE
uHpOpMaInH.

IIpakTHYecKHii ONBIT:
OpranuzoBbiBaTh  Oecrniepe0oiiHyI0  paboTy
pe3epBHOMY KOMHMPOBAHUIO H BOCCTAHOBICHHUIO MH(POPMAIIHH.

OOcnyXuBaTh CeTeBYI0 HH(PACTPYKTYypy,
paboTOCIIOCOOHOCT CETH TMOCHE COOSL.

CUCTCMBI 110
BOCCTaHaBJIMBATb

OcylecTBIsITh
BOCCTAHOBJICHHE

UH(PACTPYKTYPBHI.
[TopnepxuBaTh MONB30BATENEH CETH, HACTPAWBATh ANapaTHOE

YAAJIICHHOC AIMHUHUCTPUPOBAHHC u

pabotocrnocoOHOCTH CETEeBOM

U IpOrpaMMHO€E 00€ecIiedeHre CeTeBOM HHPPACTPYKTYpPHI.
ObecrnieunBaTh 3aIIUTY CETEBBIX YCTPOMCTB.

BHeapsATh MeXaHW3MBI CETEeBOW O€30MaCHOCTH Ha BTOPOM
ypoBue mozenu OSI.

BHenpsATh MexaHU3Mbl CeTeBON 0€30MacHOCTH C IOMOIbIO
MEXKCETEBBIX KPaHOB.

Ymenusn:
HaGmronate 3a TpaduKOM, BBIMOJHATH OINEpPAllMd PE3EPBHOTO
KOHHpOBaHI/ISI 1 BOCCTAHOBJICHUS HJAaHHBIX.

YcranaBiauBarh,

TCCTUPOBATDH u OKCILIYaTUpOBaTb

nH(}OpMaLIMOHHBIE CUCTEMBI, COTJIaCHO TEXHUYECKOU

JIOKYMEHTAIH, 00ecTieYnBaTh aHTUBUPYCHYIO 3aILUTY.
BbINonHATE ACUCTBUSA IO YCTPAHEHUIO HEUCIIPABHOCTEH.

3HaHun:
3amaun  yOpaBJICHUSA:  aHANW3  MPOU3BOAMTEIBHOCTH U
HaJIeKHOCTH, VIpaBJIeHHEe O€30MacCHOCThI0, Yy4eT Tpaduka,

yIpaBiieHue KOHPUTypaluen.

Knaccupukanuioo  periamMeHToB,  MOPSIOK  TEXHUYECKUX
OCMOTPOB, IPOBEPOK U MPOYUITAKTUIECKUX PabOT.
Pacmmpenne CTpyKTypsl, METOABI M CPEICTBA JIHAarHOCTUKH

HeI/ICHpaBHOCTeﬁ TEXHUYCCKUX CPCACTB U CETeBOM CTPYKTYPHI.

Meroasl  yCTpaHEHUS  HEUCTIPABHOCTEH B TEXHHUYECKHX
CPEICTBAaX,  CXEMbl  TIOCICaBAPHUUHOTO  BOCCTAHOBIICHHS
pabOTOCTIOCOOHOCTH ~ CETH, TEXHUYECKYHdD U  IPOEKTHYIO

JOKYMEHTAINIO, CIOCOOBI PEe3epBHOTO KONMHPOBAHUS JTaHHBIX,
MPUHIMIIBI pa0OThl XPAHUIIUI JAHHbBIX.

OcHoBHbIE TMOHATUS HWH(OPMALMOHHBIX CHUCTEM, KHU3HEHHBIN
LUK, Tpo0JemMbl 00ecrieueHusl TEXHOJIOTMYECKO 6€30acHOCTH
MH(POPMAIIMOHHBIX  CHUCTEM,

Tpe60BaHI/I$I K APXUTCKTYPC




I/IH(pOpMaI_[I/IOHHBIX CHUCTEM U UX KOMIIOHCHTaM JJIA obecnieucHUs

06e30macHOCTH  (DYHKIIMOHUPOBAHMS, OIEPATUBHBIE METOJbI
MOBBIIIEHUST 0€30MacHOCTH (DYHKIIMOHHPOBAHUS MPOTPAMMHBIX
CpeacTB U 0a3 TaHHBIX.

OcHOBHBIE TPEOOBAHUS K CPEICTBAM M BUAaM TECTHPOBAHUS IS
OIpeICTICHUS

I/IH(bOpMaHI/IOHHBIX CHCTEM.

TEXHOJIOTHYSCKOU 0e30macHOCTH

IIpakTHYecKHii ONBIT:

[IpoBOANTH MHBEHTApU3ALMIO TEXHUYECKUX CPEICTB CETEBOM
UHPPACTPYKTYPHI.

[IpoBOANUTH KOHTPOJIb KAYECTBA BBIIIOJHEHUS PEMOHTA.

[IpoBomuT, MOHHUTOPHHT pabOTHl  00OpYyIOBaHMSA  TOCIHE

pEMOHTA.

Ymenuns:
[IpaBmibHO OPOPMIIATH TEXHUYECKYIO TOKYMEHTAIIUIO.
OCYHIGCTBJUITI) [[I/IaFHOCTI/IKy U TIIOHUCK HCI/ICHpaBHOCTeﬁ BCCX

IIK 3.5. KOMIIOHEHTOB CETH.

OpranuzoBbiBa | BhINOIHATH 1eHCTBUS IO YCTPAHEHUIO HEUCTIPABHOCTEH.

Tb 3Hanus:

MHBEHTapu3al | 3ajayd  yNpaBICHWs:  AHAIA3  IPOU3BOJUTEIBHOCTH U

U0 HA/IeKHOCTH, YIpaBleHUE Oe30MacHOCThIO, Yy4eT Tpaduka,

TEXHUYECKHUX | ympaBieHHe KoHpUrypamueil.

CPEICTB Knaccudukanuioo  pernaMeHToB,  MOPAIAOK — TEXHMYECKUX

CETEeBOM OCMOTPOB, IIPOBEPOK U MPOYUIAKTUIECKUX PabOT.

uHpacTpykTy | IIpaBmia SKCIUTyaTali TEXHHYECKHX CPEICTB  CETEBOM

pBL, UHPPACTPYKTYPHI.

OCYIIECTBIATL | PacmmpeHue CTpyKTypbl, METOJIbI U CpPEICTBA JIUArHOCTUKHU

KOHTPOJIb HEUCIPABHOCTEN TEXHUYECKUX CPEICTB M CETEBOM CTPYKTYPBI.

obopynoBaHus | MeTonsl  YCTpaHEHHUs HEHMCIPABHOCTEH B TEXHHYECKHX

IIOCJIE €TO0 CpPEICTBaX,  CXEMbl  IOCIEaBapUMHOIO  BOCCTAHOBJICHMSI

pEMOHTA. paboOTOCIIOCOOHOCTH ~ CETH, TEXHHYECKYHdD U  IPOEKTHYIO
JOKYMEHTAIMIO, CIOCOObI pe3epBHOIO KOMHUPOBAHMS JIaHHBIX,
MPUHLMIIBI pa0OThI XPAHUIIHUIL JaHHBIX.
OcHoBHblE TOHATUS HMH(OPMALMOHHBIX CHUCTEM, >KU3HEHHBIN
LUK, Tpo0JIeMbl 00ecrieueHusl TEXHOJIOTUYECKO 0€30IacHOCTH
MHOOPMALIMOHHBIX ~ CHUCTEM, TpeOOBaHMS K  apXUTEKType
MH(GOPMAIMOHHBIX CUCTEM U MX KOMIIOHEHTaM JJIsi 00eCTIeYeHUs
06e30macHOCTH  (DPYHKIIMOHUPOBAHMS, OINEPATUBHBIE METObI
MOBBIIIEHUST 0€30MacHOCTH (DYHKIIMOHHPOBAHUS MPOrPAMMHBIX
CpeacTB U 0a3 TaHHBIX.

[IK 3.6. IIpakTHYecKHid ONBIT:

BoinmonusaTe VYCcTpaHATh HEHCIPAaBHOCTU B COOTBETCTBUHU C MOJTHOMOYMSIMU

3aMeHy TEXHHKA.

pacxoaHbIX 3aMEHATh PacXO/IHbIE MaTEPHUAIIBI.

MaTepuajoB U

MOHI/ITOpI/IHF OOHOBJICHUI MporpaMMHO-alIapaTHbIX CpPCIACTB




MEJIKHUI CeTeBOI MH(PPACTPYKTYPHI.
PEMOHT
nepudpepuiiHor | Ymenus:
0 BbINonHATE 3aMEHY pacXxOAHBIX MAaTEPUAIOB U MEJIKUNA PEMOHT
o0opynoBaHus | nepupepuiiHOro 060pyI0BaHMS.
» OIPCICIIATD OcylecTBIATh TUATHOCTUKY M TOWUCK HEUCIPABHOCTEM BCEX
yCcTapeBlIee KOMITOHEHTOB CETH.
000pynoBaHUE | BBINOMHATH NEHCTBHS [0 YCTPAHEHUIO HEUCTIPABHOCTEI.
u 3HaHus:
IpOrpaMMHBIC | KiacCH(pUKAIMIO  PErjaMeHTOB, HOpAJOK  TEXHHUYCCKHUX
CpcacTBa OCMOTPOB, IPOBEPOK U MPOPHITAKTUIECKUX PAOOT.
CETEeBOH Pacmmpenue CTpyKTyphl, METOIBl W CPEACTBA JUArHOCTHKHU
UHPPACTPYKTY HEUCIPABHOCTEW TEXHUYECKUX CPEJICTB U CETEBOUM CTPYKTYPHI.
PHI. Metonbl  yCTpaHEHUsI HEUCNPABHOCTEH B  TEXHUYECKHX
CpencTBax, CXeMbl  IIOCIICABAPUMHOIO  BOCCTAHOBIICHUS
paboTOCIIOCOOHOCTH ~ CETH, TEXHUYECKYI0 U  IPOEKTHYIO
JOKYMEHTAIMIO, CIOCOObl pe3epBHOIO KOMHUPOBAHMS JIaHHBIX,
MIPUHIIMITEI pa0OTHI XPAHUIIUII JaHHBIX.
B/l 4. [IK 4.1. IIpakTu4eckunii ONbIT:
VYnpasnenue [IprHUMaTh Hcnonb30BaTs HHCTPYMEHTAIBHBIE CPEACTBA IS DKCILTyaTallUuU
CETEBBIMU MEpHI 110 CETEeBBIX KOHPUTypaIuil.
cepBUCaMU OTCIIE)KMBAHU | YMeHHS:
10, @opManu3oBaTh IPOLECCHl  YIPABJICHWS WHLOUJICHTAMH W
IIPEIOTBPALICH | TIpOoOIeMaMHu.
HI0 U PopMann30BaTh NPOLECCH TEXHOJIOTHYECKON MOAIECPKKH.
YCTPAHEHUIO dopmynupoBaTh TPeOOBAHUS K MPOTPaMMHOMY 00ECTICUEHUIO.
HEIITATHBIX [IpyHuMaTs Mepbl MO OTCIECKMBAHUIO HEIITATHBIX CHUTYaLHM,
CUTYaIUil. 0ecKOH(PIUKTHO oOmaThbcsl C KIUEHTaMH (MOJIb30BATEISIMU),
MIPOBOJUTH OYHBIE U 3a0YHbIE KOHCYJIbTALlH.
3HaHus:
OcHOBBI KOH(JIMKTOJIOTUU, TEXHOJIOTUU PabOThl C KIMEHTOM,
MPUHLIMIIBI OPTaHU3alUK PA0OTHI MaJIbIX KOJJIEKTHBOB.
[Ipuanuns! 3¢ ¢GeKTUBHON OpraHu3aly padoThl MOApPa3IeICHHUN
TEXHUUYECKOH MOAePKKH mojbp3oBaTeneit u kiueHton (ITIL).
Crienmanu3upoBaHHOE MPOTrpaMMHOE OOecrieueHHe MOAICPKKU
paboThI ¢ KITUEHTAMH.
[1IK 4.2. IIpakTHYecKHid ONBIT:
Kontposmmposa | Mcnonb30BaTh MHCTPYMEHTAIBHBIE CPEACTB JUISl DKCIUIyaTalluH
Th CETEBYIO CETEBBIX KOHPUTYypaIuit
UHOPACTPYKTY | YMeHHs:
pyc dopmanu3oBaTh MNPOLIECCHl  YIPABICHUS HHIUACHTAMH U
HCIOJIb30BaHU | TIpoOIeMamMHu.
eM HactpauBarb cucTeMbl MOHUTOPUHTA.
HHCTPYMCHTAN | 3HaHHA:

bHBIX CPCACTB

Texnomorun YIpaBJICHHUA KOMIIBIOTCPHBIMU CCTAMMU.




OKCILTyaTalluu

CEeTEBBIX
KOH(UTyparuii

[IK 4.3. IIpakTu4eckunii ONbIT:

ObecneunBath | Mcnonp30BaTh MHCTpYMEHTAIbHbBIE CPEACTBA Ul SKCILTyaTalluu
MaKCUMaJlbHY | CeTEeBBIX KOH(UIypaluii

10 Ymenus:

crabuipHOCTh | [TomOuparh onTuManbHyt0 KoH(puUrypamuo RAID-maccuBa B
IIPEJOCTABIIAC | 3aBHCUMOCTH, OT ITOCTABJICHHOM 3aJ1auu.

MBIX CETCBbIX

CosznaBaTh ¥ HaCTpaUBaTh U30BITOYHBIC JIMHUU CBSI3H.

CEPBHCOB. Opranu3oBbIBaTh pe3epBHOE KOMMPOBAHUE.
CoznaBaTh ¥ HACTPaUBaTh KIIACTEPHBIEC CUCTEMBI.
HactpauBarth OanaHCUpPOBKY Harpy3kKd MeXAYy 3JIEMEHTaMu
KJlacTepa.
3HaHuN:
[IpuHIMIIBI OpraHU3alUU U TOJAEPKKU KIACTEPHBIX CUCTEM.
OcHOBBI ceTeBOl OE30MMaCHOCTH
[IK 4.4. IIpakTu4eckunii ONbIT:
[IpenocraBnar | Mcnons3oBath CHeIMalIM3UPOBAaHHOE IpPOrpaMMHOE
b obecrnieueHre JUIsl MOAJEPKKU TPOIeccoB B ciyxbe "Service
cornacoBanubl | Desk".
ec Ymenus:
uHdopmanuon | OpraHu30BBIBATH MPOIECC YIIPABICHHUS HHIHICHTAMH.
HO- [IpyHuMaTh Mepbl MO OTCIIEKHBAHUIO HELITATHBIX CHUTYalMi,
TEXHOJIOTHYEC | OeCKOH(DIMKTHO 00mAaThcs C KIMEHTaMH. (IIOJIb30BATEISIMH),
KHUMH IIPOBOJUTH OYHBIE U 3a0YHBIE KOHCYJIbTALIUH.
NOoApa3/ieJicHH | 3HaHMs:
SIMH CETEBBIC OCHOBBI KOH(IMKTOJIOTUH, TEXHOJOTUU PabOThl C KIHEHTOM,
CCPBHCHI U MPUHLIMIIBI OPTaHU3aluK PabOTHI MaJIbIX KOJJIEKTHBOB.
BBITIOJIHATh [Ipuanuns! 3¢ ¢GeKTUBHON OpraHu3aly padoThl MOApPa3IeICHHUN
HEOOXOMMMBIE | TEXHMYECKOU MOMNEPKKH ToNb30BaTenei u kiuentos (ITIL).
MPOLeAYpPbI Crnenuann3upoBaHHOE MPOrPaMMHOE OOECredeHUe MOACPKKU
ITOJIJIEPIKKH. paboThI ¢ KITUEHTAMH.
IIponiecchl  ympaBieHUs CIy>KOOH TEXHMUYECKOW MOJIEPIKKU
(Service Desk).
IIK 4.5. IIpakTHYeCcKHH ONBIT:
BoccranaBnus | Mcnonb30Bath cpesicTBA pe3€pBHOTO KOMUPOBAHUS.
aTh Ymenus:
HOPMAaJIbHYIO [TonOupars ontuManbHylo KoHpurypauuto RAID-maccuBa B
paboty 3aBUCHMOCTH, OT IIOCTaBJICHHOM 3aJa4u.
CETEBBIX Co3naBath ¥ HaCTpauBaTh U30BITOYHBIE TUHUH CBS3H.
CEPBHCOB B Opranu3oBbIBaTh pE3€pBHOE KOIIMPOBAHUE
coorBercTBUMM | Co31aBaTh U HACTPaUBATh KIIACTEPHBIE CUCTEMBbI
C 3HaHun:




tpeboBanusmu | Texnomnoruto paborsl RAID-maccuBoB.
pernameHToB. | CeTeBble MPOTOKOJBI OTKA30yCTOWYHBOCTH.

[TpuHIUIIBI OPraHU3aMK U TTOAJEPKKU KIACTEPHBIX CUCTEM.
[IK 4.6. Bectu | IlpakTHyecKuii onpIT:

YYET MIaHOBOM
MOTPEOHOCTH B
PacxXoaHbIX
MaTtepuanax u

Bectu yuer mianoBoi noTpeGHOCTH B paCXOIHBIX MaTepHaiax u
KOMIUIEKTYIOIIUX

Ymenuns:
dopManu3oBaTh NPOLECCHl TEXHOJIOTUYECKOM MOICPIKKH.

KOMIUIEKTYIOII | [IporHo3upoBaTh UCHOJb30BaHUE PACXOAHBIX MATEPUAIIOB.
HX. 3HaHus:
[Mpunnuns! 3¢ ¢heKTUBHON opraHu3aly padoThl MOApPa3IeICHHMA
TEXHUYCCKOHN MOJIEP>KKH Tosib3oBaTenei u kinueHToB (ITIL).
B/ 5. [IK 5.1. IIpakTu4eckunii ONbIT:
ConpoBoxnenu | Unentudunup | HactpauBarh, miuaHUpoBaTh U MOAJEPKUBATH  CETEBYIO
e OBaTh UHPPACTPYKTYPY.
MOJICPHU3AIMU | POOJIEMBI B CTpyKTypHpOBaTh W BBIACIATH MOJIYJIH CETH, Pa3padaThIBaTh
CeTeBOM rnpouecce CETEBbIC TOMOJOTMHM B COOTBETCTBUM C TPEOOBAHUSIMU
MHQPACTPYKTYp | IKCIUTyaTallud | OTKA30yCTOMYMBOCTH H  TOBBIIICHUS IPOU3BOJAUTEIHHOCTH
BI. MIPOrPaMMHOTO | KOPIIOPATUBHOI CETH.
obOecrieueHus. | YMeHus:

OntuMusupoBaTh paboTy cepBepa M YCTPaHITh HEMOJaIKU C
IIOMOILBK0 UHCTPYMEHTAIIBHBIX CPECTB.

[TmanupoBaTh U MOJAEPIKUBATH CETEBYIO HHPPACTPYKTYPY.
BbiOupare cucTeMHOE NPOrpaMMHOE OOECIEYEHHE C Y4ETOM
TpeOOBaHUH K MPOU3BOAUTEIBHOCTH KOMITBIOTEPHOM CETH.
Br161paTh IpOTOKOJIBI MapIIPYTU3ALUHU AJISL CETH.
peann3oBbIBaTh  0€30MaCHOCTh

[InanupoBate WLAN

UHPPACTPYKTYPBI.

OcymiecTBIATh MOJIEpHU3ALINIO (PaliIOBOM cucTeMBl U sapa (a7
*nixX CHUCTEM).

OO6pabatbiBaTh NTHPOPMAIIUIO CUCTEMHBIX KYpPHAJIOB.
HactpauBate MapuipyTusanuio, KOHQUIYpUPOBATH CIYXOy
cepBepa M pa3pelieHrne UMEH Y3JI0B.
ObecneunBaTh 3amuTy TpaduKa, HACTPAWBATh YIAJICHHBIN
JOCTYII.

CTpyKTypupOBaTh W BBIACNATH MOIYJIH CETH, pa3padaThiBaTh
MIPOEKTHI JIOKAIBHBIX ceTer U cxemsl [P anpecamnumu.
YcTaHaBnuBaTh W HacTpauBaThb WHQPACTPYKTYPY OTKPBITOTO
KJI0Ya, UCIOJb30BaTh TEXHOJOTMH IHdpoBaHus ¢(ailioB st
UCKJIIOYEHUS] HECAHKIIMOHUPOBAHHOTO JocTyna K (aiinawm,
KOHTPOJIMPOBATH 1EJIOCTHOCTH (DAMIIOBOM CHCTEMBI.

3HaHus:

OyHKIIMOHAIBHBIE BO3MOXXHOCTH CHCTEMHOI'O IPOrPaMMHOIO
o0ecreyeHus C y4eTOM HOBBIX BEPCHUH.

CayxOy karanoroB Active Directory.




OpraHu3anuio  yIaJeHHOTo  JIOCTymna, (YHKIMOHHPOBAHUE

CepTU(PUKAIMOHHBIX IIEHTPOB, MOJKIIOYCHUE
VPN.

ObGecrieueHne 0€30MacHON Tepenayd JaHHBIX B JIOKAIBHBIX,

MOCPEACTBOM

OecripoBogHbix U Extranet-ceTsx mnpu MOMOIIM TEXHOJOTHM
g poBaHus JaHHBIX, TOCTPOCHUE MEXCETEBOT0 IKpaHa.
PernmamenTsl YCTpaHEHUS CUTyalui u
MOCJICaBapUIHOTO BOCCTAHOBJICHUS ITaHHBIX.

HCIITATHBIX

OCHOBEI MCTOA0JO0THUH HHSaﬁHa APXUTCKTYPHBI CETHU, B TOM YHUCJIC

C HCHOJb30BaHMEM 'mepumeTpa’, MOAYIbHBIA MOAXOA K
JIA3aiHy.

Anroput™M  pa3pabOTKM IPOEKTOB JIOKAIbHBIX CETEH C
ucnons3zoBanuem cxeMm PPDIOO.

Ilopsimox obecniedyeHus: Oe30MaCHOrO XpaHEHHUs HHGOpPMAIUH,

ucrnoinb3oBanue ¢aitnoBoii cucremsl EFS.

[IK 5.2. IIpakTu4eckuii ONbIT:
PazpabatsiBatr | [IpoBoguTh  MOHHTOPUHT  3()(PEKTUBHOCTH  MPOMYCKHOM
b CIIOCOOHOCTH CETeBOW MHPPACTPYKTYPHI.
NPEVIOKEHUS | YMeHHs:
1o Bribupats cucTeMHOE NporpaMmMHOe OOECHEUYeHHE C Y4YEeTOM
COBEPUIEHCTBO | TpeOOBaHUN K MPOU3BOJUTEILHOCTH KOMITBIOTEPHON CETH.
BAHUIO U Br16upaTh IpoTOKOIIBI MapIIPYTU3ALUU AJISL CETH.
MTOBBIIICHUIO OO6pabartbiBaTh HHGOPMAIUIO CUCTEMHBIX KYpPHAIIOB.
spdexTuBHOCT | HacTpanBaTh MapiipyTH3anuio, KOH(GUTYpUPOBATH CIYKOY
1 paboThI cepBepa U paspellieHue HMEH Y3J0B, O0ecleuuBaTh 3alluTy
CETEBON TpaduKka, HaCTpauBaTh YAAJCHHBIA JOCTYII.
uHOPacTpykTy | CTpyKTYpHpOBaTh W BBIACISATH MOAYJIHM CETH, pa3pabaThiBaTh
pHIL. IIPOEKTBHI JIOKAJIBHBIX ceTel U cxeMsl [P anpecanum.
[InaHupoBaTh M HAacTpauBaThb TEXHOJOTHMIO OOecledeHus
kadecTBa oocmyxuBanus (Q0S).
3HaHuA:
PernamenTsl  ycTpaHeHMsI ~ HEIITATHBIX  CUTyauUud W
MOCJICaBapUIHOTO BOCCTAHOBJIEHMSI TAHHBIX.
Anroput™M  pa3pabOTKM TPOEKTOB JIOKAIbHBIX CETeH C
ucnoinbs3oBanueM cxeM PPDIOO.
ANTOpUTM NOMCKA KpaTyaIlero myTH.
IIK 5.3. IIpakTHYeCcKHH ONBIT:
PazpaGateiBar | HactpauBaTh, mIaHMpOBaTh U  HOJJIEPKUBATh  CETEBYIO
b CETEBBIE UHPPACTPYKTYPY.
TOTIOJIOTUH B CTpyKTypHpOBaTh M BBIIEIATH MOIYJIH CETH, pa3pabaThIBaTh
COOTBETCTBUM | CETEBbIE TOIMOJOTMH B COOTBETCTBUM C TpeOOBaHUAMU
c OTKa30yCTOMYMBOCTM W  TIOBBIIIEHUS] IPOU3BOJUTEIILHOCTH
TpeOOBaHUSMU | KOPIIOPATUBHOMN CETH.
OTKa30yCTOWY | YMmeHHs:
UBOCTH U OntuMusupoBaTh paboTy cepBepa M YCTPaHITh HEMOJaIKU C




ITIOBBIIIICHU A

MMOMOIIIBIKO MHCTPYMCHTAJIBHBIX CPCACTB.

npousBoauTen | [ImaHupoBaTh U MOANEPKUBATH CETEBYIO HHPPACTPYKTYPY.
bHOCTH BreiOupaTs cHCTEMHOE MpOTrpaMMHOE OOECIEUYCHHE C YYETOM
KOPIOPATHBHO | TPeOOBAaHMIA K MMPOU3BOIUTEIBHOCTH KOMITBIOTEPHOM CETH.
i ceTH. Br16upaTh IpoTOKOJIBI MapIIPYTHU3ALUHU AJISL CETH.
[InanupoBaTh ®  peasm3oBbIBaTH  Oe3omacHocTh  WLAN
UH(PACTPYKTYPHI.
OO6pabarteiBaTh HHPOPMALIMIO CUCTEMHBIX KYPHAJIOB.
HactpauBare MapmipyTu3amnui, KOHPHUTYpUPOBATH CIYXKOY
cepBepa M pas3pelieHHe HMEH Y3J0B, OOECleyuBaTh 3allUTy
Tpaduka, HaCTpanuBaTh YIAICHHBIH JOCTYII.
CTpyKTypHpOBaTh W BBIACISATH MOIYJIH CETH, pa3padaThiBaTh
MIPOEKTHI JIOKAJBHBIX ceTell u cxemsl [P agpecanum.
3HaHus:
Opranuzanyioo  yJalleHHOTO  JOCTyma, (QYHKIIMOHUPOBAHUE
cepTU(UKAIMOHHBIX I[IEHTPOB, MOJKIIOUYEHUE IOCPEICTBOM
VPN.
ObGecnieyenne Oe30MacHOM TMepenayd JaHHBIX B JIOKAJIbHBIX,
O0ecripoBogHbIX U Extranet-cersx mnpu MOMOLIM TEXHOJIOTHH
mupoBaHUs JaHHBIX, TOCTPOECHUE MEKCETEBOTO IKpPaHa.
PernamenTsl  ycTpaHeHHMs] ~ HEINTATHBIX  CUTyallUd |
MOCIIeaBaPUITHOTO BOCCTAHOBJICHHUSI TAHHBIX.
OCHOBBI METOJI0JIOTUU JU3aiHA APXUTEKTYPHI CETH, B TOM YHUCIIE
C HCIHOJNb30BaHHEM 'mepumerpa’, MOIYJIbHBIA MOIXOI K
JIA3aiHy.
Anroput™M  pa3pabOTKM IPOEKTOB JIOKAJIbHBIX CETEH C
ucrnons3zoBanuem cxem PPDIOO.
[IK 5.4. IIpakTHYecKHid ONBIT:
CocraBnsaTh HacrpauBarb, 1u1aHupoBaTh W  MOJAEPKUBATh  CETEBYIO
OTYET IO HHDPACTPYKTYPY.
BbIMOMTHEHHOM | CTpyKTYpUpOBaTh U BBIIEIATH MOJYIU CETH, pa3padaThIBaTh
y 33JJaHUI0, CeTeBbIE TOMOJOTHM B COOTBETCTBHM C  TpeOOBaHUSIMU
y4acTBOBATh OTKa30yCTOMYMBOCTH U  TIOBBIIICHUS MPOU3BOAUTEIHLHOCTH
BO BHEJIPEHUU | KOPIIOPATHUBHOM CETH.
pe3yapTaToB Ymenus:
pa3paboTok CocCTaBisATh OTYET IO BHIIIOJIHEHHOMY 33JJaHUIO.
Hcnons30BaTh TEXHUYECKYIO JOKYMEHTALUIO.
3HaHus:
CrangapTel 0OpMIICHHUS TEXHUYECKON JOKYMEHTAIIHH.
I[IK 5.5. IIpakTHYecKHid ONBIT:
[IpoBouTh [IpoBOINTH HArpy304HOE TECTHPOBAHHE CETEBOM M CEPBEPHOU
AKCTIIEPUMEHTHI | HHPPACTPYKTYPHI
I10 3aJJaHHOMN Ymenus:

METOJHKC,
BBIIIOJIHATD

BrIsIBIATE Y3KHUC (Hp06HeMHBIe) MECTa B CECTCBBIX TOIIOJIOTHUAX

3HaAHUA:




aHaIu3 PernamenTel  yCTpaHeHMs ~ HEIUTATHBIX  CHUTyallud U

pe3yJIbTaTOB. MOCJIeaBapUitHOTO BOCCTAHOBJICHHSI IAHHBIX.




Pa3nea 5. [IpumepHasi cTpyKTypa 00pa3oBaTe/ibHON NPOrpaMMbl
5.1. IlpumepHbIii y4eOHBbIN IVIaH 10 MPOrpaMMe NMOATOTOBKH N0 KBadupukanuu «CeTeBoil M CHCTEMHBIH aIMUHUCTPATOP»

VY4eOHas Harpyska oOyqaronmmxcs (dac.) crermucnuruinaam u MJIK u, npodeccronanbasix Moayied, MJIK, npakTuk

Bo B3aumopeiicTBum ¢ npenogaBaTeiIeM

Harpyska Ha AMCIUILTHHBI Txype T xype Il kype IV xype
= u MJIK =
= = < o =
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2 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
0.00 O0u1eo6pa3oBaTebHbII 1476 0| 1404 846 558 0 0] 24 48 576 828 0 0 0] 0] 0 0
MK
(0071 O0ureo6pa3oBaTesibHbIE 941 0 919 541 378 0 0| 10 12 374 545 0 0 0 0 0 0
yueGHbIe JHCIHILIAHBI
(6a30BbIE)
oy .01 Pycckuit s3Ik -/9 94 0 78 58 20 4 12 32 46
oy .02 Jlureparypa -/ 13 119 0 117 113 4 2 48 69
oYy 1.03 HHoCcTpaHHBIH S3bIK -/ 13 119 0 117 0 117 2 48 69
0oy 1.04 HUctopus -// A3 119 0 117 107 10 2 42 75
OVY .05 O61ecTBO3HAHKE (BKIT. -/ 13 117 0 117 97 20 42 75
5KOHOMHKY M IIPaBO)
OY .06 Xumus -/ A3 78 0 78 40 38 32 46
ovya.07 Buomorust a3 36 0 36 26 10 36
ova.08 duznyeckas KyJIbTypa / A3 117 0 117 0| 117 48 69




VuebHas Harpy3ka ooyuarouuxcs (4ac.) cnenaucuuminHam u MJIK u, npodeccuonansusix Moxyieid, MK, npaktik

Bo B3auMoneicTBIM ¢ IpenoaBaTesieM

Harpy3ka Ha JJUCIUILTMHEL [xype I kype I kype IV xype
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Pasznes 6. [IpumepHbIe ycj10BUSI 00pa30BaTeIbHOM 1eATeJIbHOCTH

6.1. TpeOGoBaHusI K MaTepHAJbHO-TEXHMYECKOMY OCHAILICHHIO 00pa3oBaTebHOM
NPOrpaMMmbl.

6.1.1. CrenmanbHble IOMELIEHUS! TOJKHBI IIPEICTABIATh COOON yueOHbIE ayIMTOPUU AJIs
IPOBE/ICHUS 3aHATHH BCEX BUAOB, IPEAYCMOTPEHHBIX 00pa30BaTeNbHON IPOrpamMMoil, B TOM
YlcJie IPYNNOBBIX U MHAWBUIAYAIBHBIX KOHCYJIbTALUN, TEKYILEr0 KOHTPOJIS U MPOMEXYTOUYHOH
aTTeCTalluY, a TaKXKe IMOMELICHMs Ul CaMOCTOATENIbHOM paboThl, MacTepckue U J1abopaTopuH,
OCHAIlIEHHbIE O000pYyIOBaHMEM, TEXHUYECKUMHU CpPEIACTBAMU OOyuYeHHs U MaTephajaMi,
YUUTBIBAIOIIMMHU TPEOOBAHUS MEXKITYHAPOIHBIX CTAHIAPTOB.

Hepeqeﬂb cnelnraAJbHBIX OMeNleHn it

JlaGoparopuu:

1. BbruncnuTenbHOW TEXHUKH, apXUTEKTYphl IE€PCOHAIBHOIO KOMIIBIOTEpAa U
nepuepuiHbIX YCTPOUCTB;

2. DKcITyaTanuu 00bEKTOB CETEBOU HHPPACTPYKTYPHI;

3. [TporpaMMHo-arnapaTHO 3alIUThl 00BEKTOB CETEBON MHPPACTPYKTYPHI;

4. [TporpaMMHOro obecrnieyeHus: KOMIIbIOTEPHBIX CETeH, MPOrpaMMUpPOBaHUs U 0a3
JTAaHHBIX;

S. Opranu3anuu 1 NpUHLKUIIOB TOCTPOEHUSI KOMIBIOTEPHBIX CUCTEM;

6. HubopManinoHHBIX peCcypCcoB.

Macrepckue:

1. Macrepckas MOHTa)ka U HACTPOMKU 0OBEKTOB CeTEeBON MHPPACTPYKTYPHI

IHonuronsr:

1. TexXHUYEeCKOro KOHTPOJIS U TMarHOCTUKU CETEBOU MH(PACTPYKTYPHI.

Crynumn:

1. [TpoexTrpoBaHus U JU3aiiHa CETEBBIX APXUTEKTYP U MHKEHEPHOH rpaduku.

CnopTuBHBII KOMILTeKC:2

3anbr:
1. bubnuoTeka, YMTAIBHBIN 3aJ1 C BEIXOJIOM B MHTEPHET.
2. AKTOBBII 3a1.

6.1.2. MartepuajJbHO-TeXHMYeCKOE OCHAaIleHMe J1abopaTopuil, MacTepckux u 0a3
npakTuky 1o 09.02.06 «CereBoe 1 cHCTEMHOE AMUHUCTPUPOBAHUEY

OOpasoBarenbHasi opranuzaiys, peanusymoomas nporpammy mo 09.02.06 «CereBoe u
CHUCTEMHOE aJIMUHHCTPHPOBAHUE» JOJDKHA pacIojiaraTh MaTepUallbHO-TEXHUYECKOH 0a3oif,

2O6pa3oBaTenbHas OpraHM3alys IS pPeanu3alun ydeOHoM mucuumumHabl "dusudeckas KyabTypa'
JOJDKHA pacrioyiaraTh CIIOPTUBHON HH(MpACTpyKTypoid, obecrieunBaromeld MpoBeACHHE BCEX BHIIOB
NPaKTUYECKUX 3aHATHUH, IPeayCMOTPEHHBIX yUYEOHBIM IIAHOM.



obecrieunBaroOIeil TPOBEICHUE BCEX BHJOB JUCHUIUIMHAPHOW W MEXAUCIUTUIMHAPHON
MOJATOTOBKH, JIADOpPATOPHOW, TPAKTHUECKOW padoThl O0OydYalOMIMXCs, MPEeIyCMOTPEHHBIX
y4€OHBIM IUIAHOM M COOTBETCTBYIOIIEH AEHCTBYIOLIMM CAaHUTAapHBIM M IMPOTHBOIOKAPHBIM
npaBWwiaM W HopMaM. MuHHMaibHO HeoOxomumbli s peammzauun OOIl  mepedeHs
MaTepHaIbHO- TEXHUYECKOTO 00ECIICUCHNUsI, BKIIOUACT B CEOA:

6.1.2.1. OcHamenue JjabopaTopuii

OobopynoBanue Jjgadoparopum M padoumx MecT Jadoparopum «BbryucauTeILHOMN
TeXHUKH, APXUTEKTYPbI EPCOHATBHOI0 KOMIbIOTEPA U NepudepuilHbIX YCTPOMCTB»:

. 12-15 xoMIBIOTEPOB 00YJAOIIUXCS U | KOMIBIOTED MPENogaBaTelis (armapaTHoe
oOecrieyeHne: He MEHee 2 CEeTeBBIX IIaT, mpoueccop He Huxke Core i3, omepaTuBHas MaMATh
oobemoM He MeHee 8 1'0; HD 500 Gb wnm Gosbliie mporpaMMHOE 0OECIICUCHHE: ONEpaIlliOHHBIC
cucrembl Windows, UNIX, naket opucHbix mporpamm, naker CAIIP);

. Cepaep B naboparopuu (anmapaTtHoe odecreyeHre: He MeHee 2 CeTeBBIX IUIaT, 8-X
AJIEpHbIN Mpoleccop ¢ yacTtoroil He MeHee 3 I'T'L, oneparuBHasi maMsATh 00bEMOM HE MeHee 16
I'6, xecTkue nuckum obmmM oobeMoMm He meHee 2 TO, mporpammHoe obecriedenne: Windows
Server 2012 wiu Oonee HoBasi Bepcus, JUUEH3UOHHbIE AHTHUBHUPYCHBIE IPOTrPAMMBI,
JMIIEH3UOHHBIE TPOTPaMMbl BOCCTAHOBJICHUS JIAHHBIX, JIMIICH3HMOHHBI MNPOTPaMMBI IO
BUPTYaIH3aIUH.)

. TexHuueckue cpeicTBa 00y4eHus:

. KommbroTeps! ¢ TUIIEH3MOHHBIM ITPOrPAMMHBIM 00ecrieueHueM

. WHTepakTuBHAsA AOCKa

. [IpoexTtop

. [TporpamMHoe oOecrieueHre o01Iero U Npo(ecCHOHANbHOTO Ha3HAYEHUS.

Oo6opynoBanue Jsadoparopuu u padouux Mmect Jjgadoparopuu «IlporpaMmHOro
obecrneyeHUs] KOMNBIOTEPHBIX ceTeil, MPOrpaMMHPOBAHUS U 623 TaHHBIX»:

. 12-15 KOMITBIOTEPOB 00YJAOIIUXCS U | KOMIBIOTEP MPETNoIaBaTelIs (armapaTHoe
o0ecrieyeHne: He MEHee 2 CeTeBBIX IJaT, mpoueccop He Humxke Core 13, onepaTHBHAs NaMATh
oosemoM He MeHee § I'6; HD 500 Gb nnm Gosnbliie nporpaMmHoe o0ecrieyeHue: onepaioHHbIe
cuctembl Windows, UNIX, naket opucHbIx nporpamm, naket CAIIP);

. TumoBoit cocTtaB uisi MOHTaXa M HaJaJKH KOMIBIOTEPHOW ceTu: Kabenu
Pa3IUYHOrO THUMA, 00KUMHOW MHCTPYMEHT, KOHHEKTOpbl RJ-45, Tectepnl g kabenst, kpocc-
HOXH, KpOCC-TIaHEJIH;

. [TpuMep NpoeKTHOM TOKYMEHTALUY;

. Heob6xonumoe JIMIIEH3UOHHOE IpOrpaMMHOE obecrieueHne s
aJMMUHHMCTPUPOBAHUS ceTel u o0ecnieueHus ee 0e30MacHOCTH

. Cepsep B n1abopaTopuH (arnmapaTHoe o0ecredeHue: He MeHee 2 CeTEeBBIX IIaT, 8-X
SJepHBIN Tpoleccop ¢ yactoToi He MeHee 3 T, onepaTuBHas naMaTh 00beMoM He MeHee 16
I'6, xecTkue nucku obumM oobeMoMm He meHee 2 TO, mporpammHoe obecriedenne: Windows
Server 2012 wunu Oonee HOBas Bepcus, JHUIICH3MOHHBIE AHTUBHUPYCHBIE MPOTPaMMBI,
JIMIIEH3UOHHBIE TPOTPaMMbI  BOCCTAaHOBJICHUS JIAHHBIX, JIMIICH3HMOHHBI MPOTPaMMBI IO
BUPTYaIU3aI1H.)

. TexHUYecKne cpecTBa 00yICHUS:

. KommnbroTeps! ¢ TUIIEH3MOHHBIM ITPOrPaMMHBIM 00ecrieueHueM

. WuTepakTHBHAs JOCKa



. [IpoekTop

OOopynoBanne Jadoparopuu W padouux Mect Jadoparopum «OpraHusanusi M
NPUHIUIBI MOCTPOEHUS KOMIBIOTEPHBIX CHCTEM):

. J71s1 BEIOJIHEHU S TPAKTUYECKUX J1a00paTOPHBIX 3aHATUHM Kypca B rpymmax (1o 15
YelloBeK) TPeOYIOTCS KOMIIbIOTEphl U mepudepuitHoe o0OpylOBaHUE B MPUBEICHHOW HMXKE
KOH(pUTyparu

. 12-15 xommbproTepoB oOydaronuxcs U 1 KoMIbIOTEp IpenoiaBaress (anmapaTHoe
oOecrieyeHne: He MEHEe 2 CETeBBIX IUIaT, mpoueccop He Hmke Core i3, omepaTuBHas MaMATh
oowemom He MeHee 8 1'6; HD 500 Gb unmu Gombiie mporpaMMHOe oOecTieueHue: OnepaluoOHHbIe
cucreMbl Windows, UNIX, naker opucHbix nmporpamm, naketr CAIIP);

TunoBo# cocTtaB A MOHTaXa M HaJAJKW KOMIIBIOTEPHOM ceTH: Kabelu pa3indyHOro
THTA, 00KUMHON MHCTPYMEHT, KOHHEKTOphl RJ-45, Tectepnl mist kabens, Kpocc-HOXKH, KpOcc-
MaHelu;

. [Iprmep NMpOEKTHON JOKYMEHTAIINH;

. Heo6xonnmoe JMIIEH3UOHHOE pOrpaMMHOE obecrieyeHne TUIS
aIMUHHCTPUPOBAHUS ceTel u o0ecrieueHus ee 0e30MacHOCTH;

. Cepep B naboparopuu (anmapaTHoe oOecreyeHre: He MeHee 2 CEeTeBBIX IIaT, 8-X
SepHBINA Tporeccop ¢ yactoTor He MeHee 3 I'T'w, onepaTtuBHast mamMsITh 00bEeMOM He MeHee 16
I'6, xecTkue nuckum obmmM oobeMoM He meHee 2 TO, mporpammHoe obecriedenune: Windows
Server 2012 wiu Oonee HOBas BepcHUs, JHUIEH3UOHHBIE AaHTUBUPYCHBIE IPOrPaMMBL,
JMIIEH3UOHHBIE TPOTPaMMbl BOCCTAaHOBJICHUS JIAHHBIX, JIMIICH3HMOHHBI MNPOTPaMMBI IO
BUPTYaIH3aIUU.)

. TexHuueckue cpecTBa 00y4eHuUs:

. KommbproTeps! ¢ TUIIEH3MOHHBIM ITPOrPAMMHBIM 00ecrieueHueM

. WHTepakTuBHAs AOCKa

. 6 MapuIpyTU3aTOPOB, 00JIAJAIOIIUX CIETYIOUMMH XapaKTepUCTUKAMMU:

O3V ne menee 256 MO ¢ BO3MOKHOCTBIO pacHIMPEHUS

[13V He menee 128 MO ¢ BO3MOXKHOCTBIO PACIIUPEHUS

USB nopt: He MeHee ogHoro ctanaapra USB 1.1

Bcerpoennsbie cereBblie mopThl: He MeHee 2-x Ethernet ckopocTsio He menee 100MO/c.

BHyTpeHHue pa3bEMbl 711 YCTAaHOBKH JIOTIOJIHUTENBHBIX MOJYyJeH pacUIMpeHHs: He
MeHee ByX Uit Moayieil AIM.

KoHCoBHBINM NOPT AJIs yNpaBiIeHNs] MApILIPyTU3aTOPOM depes3 Nnopt cranaapra RS232.

BerpoenHoe mporpamMmHOe obOecriedeHue JIOJDKHO TMOAJIEPKHUBATh CTaTUYECKYH U
JTUHAMHUYECKYIO0 MapLIPYyTU3ALHUIO.

Mapuipytuzarop  JODKEH — MOAAEpPXKHUBaTh  yIpaBI€HHE  4epe3  JIOKAJIbHBIN
MOCJIEIOBATEIBHBIN MOPT U YAAIEHHO 1O TPOTOKOIY telnet.

NwmeTts cepTudukarsl 6€301aCHOCTH U 3JIEKTPOMAarHUTHON COBMECTUMOCTH:

UL 60950, CAN/CSA C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS 60950,
EN300386, EN55024/CISPR24, EN50082-1, EN61000-6-2, FCC Part 15, ICES-003 Class A,
EN55022 Class A, CISPR22 Class A, AS/NZS 3548 Class A, VCCI Class A, EN 300386,
EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification

6 KOMMYTaTOpOB, 00JIaIAIOLINX CIEAYIOIIUMHU XapaKTePUCTUKAMMU:

Kommyrarop ¢ 24 mopramu Ethernet co ckopocteto He meHee 100 M6/c u 2 mopramu
Ethernet co ckopoctbio He MeHee 1000M6/c



B xommyTaTtope momkeH mpucyTcTBoBaTh pazbéM st cBs3u ¢ [IK mo maTepdeiicy RS-
232. Ilpu wUCHONIB30BAHMM HECTAHAAPTHOIO pa3béMa B KOMIUIGKTE JIOJDKEH OBITh
COOTBETCTBYIOIUHI Kabenb uin nepexoquuk aius COM paszbéma.

Ckopoctb koMmmyTanuu He MeHee 16Gbps

[13V ne menee 32 M6

O3V ne menee 64M6O

MakcumanbHoe koauyectBo VLAN 255

Hoctynubsie Homepa VLAN 4000

[Tognepka IPOTOKOIOB JJIsI COBMECTHOTO HCIIOJIB30BaHMs eaquHoro Habopa VLAN Ha
rpynmne KOMMYTaTOPOB.

Paszmep MTU 90000

CkopocTb KOMMyTanuu s 64 GaiiTHeIX makeToB 6.5%106 makeTos/c

Pazmep Tabmuiet MAC-anpecos: He menee 8000 3amumceit

Komnuecto rpynm mst IGMP Tpaduka ms nporokona IPv4 255

KonnuectBo MAC-anpecoB B 3anucsax s cayx0osl QoS: 128 B 006bruHOM pekume u 384
B pexxume QoS.

Konnuectso MAC-anpecoB B 3anmucsXx KOHTposis AocTyma: 384 B OOBIYHOM pexUMe U
128 B pexume QoS.

KoMMmyTarop nomkeH noaiepkuBath yrpaBJIeHUE UYepe3 JOKaJIbHbIN [OCIe10BaTeNbHbIN
HOPT, yAAIEHHOE yIpaBieHue o npotokony Telnet, Ssh.

B oOmactu B3auMOACWCTBHS C JPYTMMH CETEBBIMH YCTPONCTBAMH, TUATHOCTHUKU U
yIan€HHOTO yIpaBIeHUS

RFC 768 — UDP, RFC 783 — TFTP, RFC 791 — IP, RFC 792 — ICMP, RFC 793 —
TCP, RFC 826 — ARP, RFC 854 — Telnet, RFC 951 - Bootstrap Protocol (BOOTP), RFC 959
— FTP, RFC 1112 - IP Multicast and IGMP, RFC 1157 - SNMP v1, RFC 1166 - IP Addresses,
RFC 1256 - Internet Control Message Protocol (ICMP) Router Discovery, RFC 1305 — NTP,
RFC 1493 - Bridge MIB, RFC 1542 - BOOTP extensions, RFC 1643 - Ethernet Interface MIB,
RFC 1757 — RMON, RFC 1901 - SNMP v2C, RFC 1902-1907 - SNMP v2, RFC 1981 -
Maximum Transmission Unit (MTU) Path Discovery IPv6, FRC 2068 — HTTP, RFC 2131 —
DHCP, RFC 2138 — RADIUS, RFC 2233 - IF MIB v3, RFC 2373 - IPv6 Aggrega-table Addrs,
RFC 2460 — IPv6, RFC 2461 - IPv6 Neighbor Discovery, RFC 2462 - IPv6 Autoconfiguration,
RFC 2463 - ICMP IPv6, RFC 2474 - Differentiated Services (DiffServ) Precedence, RFC 2597 -
Assured Forwarding, RFC 2598 - Expedited Forwarding, RFC 2571 - SNMP Management, RFC
3046 - DHCP Relay Agent Information Option

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS.

Nwmets cepTudukatel 6€30MaCHOCTH U DJIEKTPOMATHUTHOW COBMECTUMOCTH:

UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition, TUV/GS to
EN 60950-1, Second Edition, CB to IEC 60950-1 Second Edition with all country deviations, CE
Marking, NOM (through partners and distributors), FCC Part 15 Class A, EN 55022 Class A
(CISPR22), EN 55024 (CISPR24), ASINZS CISPR22 Class A, CE, CNS13438 Class A, MIC,
GOST, China EMC Certifications.

. TEJIEeKOMMYHUKAllMOHHAsT ~ CTOilka (IIaccu, cereBoil (UIbTP, HMCTOUYHUKH
OecriepeOOHOro MUTaHUA);

. 2 OecnpoBoAHbIX MapuipyTtuzatopa Linksys (mpeamouturensHo cepuu EA 2700,
3500, 4500) nnu ananoruyssle ycrporctea SOHO



. IP Tenedonst ot 3 mmiT.

. [TporpaMMHoO-arapaTHpie MUTI036I 0€30MacCHOCTH OT 2 IIT.

. 1 xommbroTep mns saboparopHbix 3aHaTHE ¢ OC Microsoft Windows Server,
Linux 1 cucteMamu BUPTyaau3aluu

. O0opynoBanue 1adopaTopuu U pado4nx MecT JIadopaTopun «JKCIIyaTaluu
00BbEKTOB CeTeBOil MH(PPACTPYKTYPbI».

. 12-15 xommbproTepoB oOydaronuxcs U 1 KOMIbIOTEp IpernoiaBaress (anmapaTHoe
oOecrieyeHne: He MEHEe 2 CETeBBIX IIaT, mpoueccop He Huxke Core i3, onmepaTHBHas NaMsTh
obwemom He MeHee 8 1'6; HD 500 Gb wnu Gorblnie mporpaMMHOe OOecTieueHue: OnepaluoHHbIe
cucrembl Windows, UNIX, naket opucubix nporpamm, naket CAIIP);

. TumnoBoil cocrtaB Jyisi MOHTaXa M HaJaJKH KOMIBIOTEPHOM ceTu: Kabenu
Pa3IMYHOTO THIMA, 00KUMHOW HMHCTPYMEHT, KOHHEKTOphl RJ-45, Tectrepnr mis kabens, Kpocc-
HOH, KpOCC-TIaHEeIu;

. [Tpumep IPOEKTHOM TOKYMEHTAINH;

. Heob6xomumoe JUIEH3UOHHOE MIPOrpaMMHOE oOecrieueHue TUTST
aIMUHHCTPUPOBAHUS ceTell u o0ecrieueHus ee 0e30MacHOCTH

. Cepaep B naboparopuu (anmapaTHoe oOecrieyeHre: He MeHee 2 CeTeBBIX IUIaT, 8-X
AJIEpHBIN Mpoleccop ¢ yactoroil He MeHee 3 I'T'L, oneparuBHasi maMsaTh 00bEMOM HE MeHee 16
I'6, xecTkue nuckum odmmM oobeMoM He meHee 2 TO, mporpammHoe obecriedenne: Windows
Server 2012 wiu Oonee HoBas Bepcus, JULEH3UOHHbIE AHTHUBHUPYCHBIE IPOTPAMMBI,
JMIIEH3UOHHBIE TPOTPaMMbl BOCCTAaHOBJICHUS JIAHHBIX, JIMIICH3HMOHHBI MNPOTPaMMBI IO
BUPTYaIH3aIUU.)

. TexHuueckue cpeicTBa 00y4eHus:

. KommbroTeps! ¢ TUIEH3MOHHBIM ITPOrPAMMHBIM 00ecrieueHueM
. WHTepakTuBHAsA AOCKa

. IIpoexrop

Oo0opynoBanne JaGoparopuum u padounx wmectr gaadoparopumn «IIporpammuo-
annapaTHoOM 3aIMThI 00BEKTOB CeTeBOi HHPPACTPYKTYPbI»:

. Ob6opynoBanue 1adopaTopuu 1 pabouux MecT J1adopaTopuu:

. 12-15 KOMITBIOTEPOB 0OYJAOIIUXCS U | KOMIBIOTEP MPETNoaBaTelIs (armapaTHoe
o0ecrieyeHne: He MEHee 2 CeTeBBIX IIaT, mpoueccop He Huxke Core 13, onmepaTHUBHas NaMsTh
oosemoM He MeHee § I'6; HD 500 Gb unm Gosbliie nporpaMmHoe oOecriedyeHHe: onepaioHHbIe
cuctembl Windows, UNIX, maker opucHsix nporpamm, naker CAIIP);

. TunoBoil coctaB Il MOHTa)ka M HalaJKM KOMIBIOTEPHOM ceTu: Kabenu
Pa3IUYHOrO THUMA, 00KUMHOW HMHCTPYMEHT, KOHHEKTOpbl RJ-45, Tectepnl g kabenst, Kpocc-
HOXH, KpOCC-TIaHEJIH;

. [TpumMep NpOeKTHOM TOKYMEHTALUY;

. Heo6xoaumoe JIMIIEH3UOHHOE IpOrpaMMHOE obecrieueHne ISt
aJIMMHHCTPUPOBAHUS ceTel u o0ecrieueHus ee 0e30MacHOCTH

. Cepsep B 1abopaTopuu (amnmapaTHoe oOecriedeHue: He MeHee 2 CeTEeBBIX IIaT, 8-X
SJepHBIN Tpoleccop ¢ yactoToi He MeHee 3 T, onepaTuBHas naMaTh 00beMoM He MeHee 16
I'6, xecTkue nucku obumM oobeMoMm He meHee 2 TO, mporpammHoe obecriedenne: Windows
Server 2012 wunu Oonee HOBas BepcHs, JHMIICH3MOHHbIE aHTUBHUPYCHBIE IPOrPaMMBbI,



JMIIEH3UOHHbIE TPOTrPaMMbl BOCCTAaHOBJIEHUS JI@HHBIX, JIMIEH3MOHHBII NpOrpaMMbl IO
BUPTYaIU3aL1H.)

. Texnudeckue cpencTBa 0OyueHHUS:

. KomnbroTeps! ¢ JTUIIEH3MOHHBIM IIPOIPaMMHBIM 00ecrieueHueM
. HuTepakTuBHAs TOCKa

. IIpoexrop

O6opynoBanne jgadoparopuu u padouux mect Jadoparopun «UHGoOpMAUMOHHBIX
pecypcoB»:

. ABTOMaTH3UpOBaHHBIC paboune mecta Ha 12-15 oOyuarommxcs (IIpomeccop He
Hmwke Core 15, omeparuBHas maMsaTh ooObeMoM He MeHee 8 I'0, Buneokapra He meHee Nvidia
GTX 980 nnu ananoruynas no xapakrepucrukam, HD 500 Gb wiun 6onbie);

. ABToMaTu3upoBaHHOE pabouee MecTo npenonasatens (IIpoueccop He nuxe Core
15, onepaTuBHas aMaTh 00beMoM He MeHee 8 I'0, Bumeokapra He MeHee Nvidia GTX 980 umu
aHasiornyHas no xapakrepuctukam, HD 500 Gb unu 6omnsbie);

. IIprmMep NpOEKTHON JOKYMEHTALUU

. Heob6xonuMoe JHMIIEH3MOHHOE TMPOTpaMMHOE OOecleueHue: MakeT O(QUCHBIX
nporpamM, mnaker CAIIP, mnaker 2D/3D rpaduyeckux mporpamMm, MpOrpaMMbl IO
BUPTYaIH3aIUU.

6.1.2.2. OcHameHne MacTEPCKHUX, NOJUITOHOB U CTYAHI

IHoauron
AJIMUHHCTPUPOBAHUS CETEBBIX ONEPAIMOHHBIX CUCTEM»

. 12-15 xoMnbIOTEPOB 00yYarOIUXCS U | KOMIBIOTEP MPEnogaBaTes (anmnapaTrHoe
o0ecrieyeHre: He MEHee 2 CeTeBBIX IIaT, mpoueccop He Huxke Core 13, omepaTuBHas MaMATh
oosemoM He MeHee § I'6; HD 500 Gb unm Gosbliie nporpaMmHoe o0ecriedyeHue: onepaioHHbIe
cuctembl Windows, UNIX, maket opucHsix nporpamm, naker CAIIP);

. Heob6xomumoe JIUTIEH3UOHHOE MpOrpaMMHOE oOecrieueHue TUTSt
aJMMHHMCTPUPOBAHUS ceTel u o0ecnieueHus ee 0€30MacHOCTU

. Cepsep B nmabopaTopuu (arnmapaTHoe oOecriedeHne: He MeHee 2 CeTEeBBIX IuIaT, 8-X
AJIEpHBIN Mporeccop ¢ yactoroil He MeHee 3 I'T'1, onepaTuBHas nmaMaTh 00beMOM He MeHee 16
I'6, xectkue aucku obuuM ob0beMoM He MmeHee 2 TO, mporpammuoe obecneuenue: Windows
Server 2012 wunm Oonee HoOBas BepcUs, JMIICH3MOHHbIE aAHTUBHUPYCHBIE IPOTPaMMBbI,
JMIIEH3UOHHbIE TPOTPaMMbl BOCCTaHOBJIEHHS JIaHHBIX, JIMIEH3MOHHBIH MPOrpaMMbl IO
BUPTYaJIU3aLHH. )

. TexHuueckue cpeicTBa 00y4eHus:

. KomnbioTeps! ¢ TMIEH3MOHHBIM TPOrPaMMHBIM 00€cIieYeHHEM

. NHTepakTuBHAsA T0CKa

. IIpoexTop

Macrepckas:

MoHTaKa 1 HACTPOHKH 00bEKTOB ceTeBOil HHPPACTPYKTYPHI

. 12-15 xomnbroTepoB 0Oy4JaromMxcs U | KOMIIBIOTEp MpernoaaBaTens (anmapaTHoe

oOecrieyeHne: He MEHee 2 CeTeBBIX IUIaT, mpoueccop He Huxke Core 13, omepaTuBHas MaMATh



oobemoM He MeHee 8 1'0; HD 500 Gb wnm Gosbiie mporpaMMHOE 0OECTIICUCHHE: ONepaIlliOHHBIC
cucrembl Windows, UNIX, naket opucHbix nporpamm, naker CAIIP);

. TunoBod cocTaB UIi MOHTaXa ¥ HalaJKH KOMIBIOTEPHOW CeTH: Kadenu
Pa3IMYHOTO TUIA, O0KMUMHOM HMHCTPYMEHT, KOHHEKTOphl RJ-45, Tectepsl mis kabens, Kpocc-
HOH, KpOCC-TIaHEIH;

. TunoBoil coctaB [Isi MOHTa)Xa M HalaJKl KOMIIBIOTEPHOW ceTH: Kabenu
Pa3IMYHOTO THIMA, 00KUMHON HMHCTPYMEHT, KOHHEKTOphl RJ-45, Tectepnr mis kabens, Kpocc-
HOXH, KpOCC-TIaHEeIu;

. [Iprumep NMpOEKTHON JOKYMEHTAIINH;

. HeobOxonumoe JULEH3UOHHOE IIPOrpaMMHOE obecrieueHne TUISL
aJIMUHUCTPUPOBAHUSA ceTel M obecneueHus ee 6e30nacHOCTH

. Cepsep B n1abopaTopuu (arnmapaTHoe o0ecreyeHue: He MeHee 2 CeTEeBBIX IIaT, 8-X
SepHBIN Tporeccop ¢ yactoToi He MeHee 3 T, onepaTuBHas naMaTh 00beMoM He MeHee 16
I'6, xectkue aucku obuuM obbeMoM He MeHee 2 TO, mporpammuoe obecneueHue: Windows
Server 2012 wnu Oonee HOBas Bepcusi, JUICH3MOHHBIE AHTUBUPYCHBIE MPOrPaMMBI,
JUICH3UOHHBIE MPOTPaMMbl BOCCTAaHOBIIEHUS JIaHHBIX, JIMIEH3UOHHBIA MPOTpamMMmbl IO

BUPTYaIH3AIUN).
. TexHuueckue cpeacTBa 00ydeHHUs:
. KoMmbroTepsl ¢ IMIIEH3NOHHBIM TPOrPaMMHBIM 00€CIICYCHHEM
. WHTepakTuBHAsA AOCKa
. IIpoexTop
Cryaun:
«I[IpoeKTHpPOBAHUS U INU3AHHA CeTEBBIX APXUTEKTYP U HHKEHEPHOI rpagukm»
. ABTOMaTH3UpOBaHHbIE  paboune Mecta Ha 12-15  oOywaromuxcs ¢

koH(urypanueii: Core 13 wiu aHaior, IMcKpeTHas Bujaeokapra, He menee 8GB O3V, onun unu
JIBa MOHUTOpA 23", MbIIlIb, KJIABUATYPA;

. ABTOMAaTH3UpPOBAaHHOE pabodee MeCTo MpernojaBarens ¢ koHpurypanueii: Core 15
WJIM aHaJIoT, TUCKpeTHas BujeokapTa, He MmeHee 8GB O3V, oqun unu nBa Mmonutopa 23", MBIIIb,

KJIaBHATYpa;
. Creunanu3upoBaHHasi )proHOMHUYHAs MeOenb i paboThl 32 KOMIIBIOTEPOM;
. OducHblit MonbOepT (haumuapr);
. ITpoekrop u sKkpaH;
. MapxkepHas 10CKa;
. [TpunTtep A3, 1BETHOM;
. [TporpamMmmHoOe obecrieueHre 0011ero u NpohecCUOHaTILHOTO Ha3HAYSHHUS.

6.1.2.3. TpeGoBaHus K OCHalIeHUIO 0a3 NPAKTUK

Peanuzanus o0pa3oBaTeNbHOW MPOrpamMMbl MPEAINONaraeT 00sM3aTeNbHYI0 Y4EeOHYI0 U
IIPOU3BOJICTBEHHYIO ITPAKTHUKY.

VYuyebHas mpakTHKa peaqu3yeTcss B MAcTepCKUX MpodeccHoHaNIbHOM 00pa3zoBaTeabHOM
opraHuzanui ¥ TpeOyeT Hanmuuyus oOOpYIOBaHUS, WHCTPYMEHTOB, PACXOIHBIX MaTepHajoB,
oOecreunBaroIMX BBIOJIHEHUE BCEX BUAOB paboT, onpeneieHHbx conaepxxkanuem ®I'OC CIIO,
B TOM 4uciie 00Opy/IOBaHUS U MHCTPYMEHTOB, UCIIOJIb3YEMBIX MPHU MPOBEIECHUN YEMIHOHATOB
WorldSkills u yka3aHHbIX B HMHQPPACTPYKTYpHBIX JIMCTaX KOHKYPCHOW JIOKYMEHTALUU



WorldSkills mo xommerenmuu «39 IT Network Systems Administration» KOHKYpCHOTO
nsrkenus: «Mouonsie npodeccuonansny (WorldSkills).

6.2. TpeOoBanumss K KaIpoBbIM YCJIOBHSIM peajJu3anuu 00pa3oBaTeJbHOI
NPOrpaMmsl.

Peannzanus  oOpa3oBarenbHOW — mporpamMmbl  00€CHEYMBAETCA  [E€AArOrMUECKUMHU
paboTHHUKaMu 00pa3oBaTEIbHOM OpraHU3alMHy, a TAKXKe JTULAMHU, IIPUBJIEKAEMBbIMU K peaIu3aluu
00pa3oBaTeNbHON MPOTrPaMMBI Ha YCIIOBHSIX TPaKAAHCKO-TIPABOBOTO JOTOBOPA, B TOM YHCJIE U3
quciaa PYKOBOIUTENEH W pabOTHUKOB OpraHU3allMii, HANpaBICHUE JEATEILHOCTH KOTOPBIX
COOTBETCTBYET oOnactu mpodeccruoHanbHol aesrenbHocTd 06 CBs3b, MHGOPMAIMOHHBIE U
KOMMYHHKAIIHOHHBIE TEXHOJIOTUM M HMMEIOUIMX CTaX paboThl B JaHHOH mpodeccHoHaIbHON
obnactu He MeHee 3 JIeT.

Kpanudukanus nenarorn4eckux pabOTHUKOB 00pa3oBaTeIbHONW OpraHM3alUU JOJKHA
0TBEYaTh KBaIM(PUKALMOHHBIM TpPEeOOBAaHUAM, YKAa3aHHbIM B INpOo(ecCHOHANIbHOM CTaHJapTe
«[legaror  mpodeccuonanbHOro  oOyueHus,  HpodecCHOHAIBLHOrO  O0pa3oBaHUs U
JOTIOJTHUTEIBHOTO  Mpo(ecCHOHANBHOTO  00pa3oBaHUs»,  YTBEPKICHHOM  MPHKA30M
MunucTepceTBa TpyAa U colalibHoM 3amuThl Poccuiickoit @enepaunu ot 8 ceHTs10ps 2015 1. Ne
608H.

[lemarornueckue paOOTHUKH, TIPUBJIEKAEMBIE K pealu3anud  00pa3oBaTeIbHON
OpOTrpaMMbl, JOJDKHBI [OJy4yaThb JONOJHUTEIbHOE IHpodeccuoHanbHoe o00pa3oBaHue 10
porpaMMam IMOBBILIEHUs KBaTU(UKaLKMU, B TOM yHucie B (OopMe CTAKUPOBKU B OpraHU3aLUsAX,
HalpaBJIeHUE  JIEATEJIbHOCTH  KOTOPBIX  COOTBETCTBYET  00jacTd  HpodecCHOHATbHOM
nesrenbHocT 06 CBsA3b, MH(GOpPMALMOHHBIE U KOMMYHHMKAllMOHHbIE TEXHOJOTMH, HE pexe |
pasa B 3 rojia ¢ y4eTOM pacIIUPEeHus CIeKTpa NpodhecCUOHATBHBIX KOMIIETEHIUI.

Jlonst memarorn4eckux paOOTHUKOB (B MPUBEICHHBIX K IIEOYUCICHHBIM 3HAYCHUSM
CTaBOK), 00€CIEeYNBAIOIINX OCBOEHNE 00yUYaIOIUMUCS TPO(ECCUOHATBHBIX MOYJIEH, UMEIOIINX
OTIBIT NIEATETFHOCTH HE MEHee 3 JIET B OpTraHU3allisaX, HalpaBJIEHUE NESTEITHHOCTH KOTOPBIX
COOTBETCTBYET obsactu mpodeccronanbHoi aesrenbHoctd 06 CBsizb, MHPOpPMAIMOHHBIE U
KOMMYHHKAIIHOHHBIE TEXHOJIOTHH, B O0ILIEM YHUCIIE TIelarOTMYECKUX PAaOOTHUKOB, PEaTH3yOLINX
00pa3oBaTeNbHYI0 IPOrpaMMy, JOJDKHA ObITh HE MEeHee 25 MPOIIEHTOB.

6.3. IlpumepHble pacyeTbl HOPMATHBHBIX 3aTPaT OKAa3aHUS TIOCYAapPCTBEHHBIX
YCJIYT M0 peajn3aiuu 00pa3oBaTe/bHON NPOrpaMMbl

Pacyersl HOpPMATHBHBIX 3aTpaT OKa3aHUS TOCYAApCTBEHHBIX YCIYr MO pealu3aluu
0o0pa3oBaTeNbHOI MpOrpaMMbl OCYIIECTBIISIOTCS B COOTBETCTBUHM ¢ MeETOIUKOMN omnpeneneHus
HOPMATHBHBIX 3aTpaT HAa OKa3aHHE roCyJapCTBEHHBIX YCIYT MO pealu3aluu 00pa30BaTEbHBIX
IporpaMM CpPEeIHEro MpogecCHOHAIBHOr0 00pa3oBaHMs MO MpodeccusM (CHeruaaIbHOCTIM) U
YKPYIIHEHHBIM TpyIIaM CHeluanbHOCTeH, yTBep)kaeHHON MunoOpHayku Poccum 27 Hoa0ps
2015 r. Ne AII-114/18BH.

HopmaTtuBHbIe 3aTpaThl Ha OKa3aHHE TOCYAAPCTBEHHBIX YCIYT B cepe oOpa3oBaHUs 110
peanu3zanuu 00pa3oBaTENbHONW MPOrpaMMbl BKIIIOYAIOT B ceOs 3aTpaThl Ha OIJIaTy Tpyaa
npenojaBaTesiell 1 MacTepoB MPOU3BOJCTBEHHOIO OOYYEHHSI C y4eTOM OOecledeHHs] ypOBHS
cpenHel 3apaOOTHOM IUIAThl MENaroru4eckuxX paOOTHUKOB 3a BBHIMOJIHSIEMYIO HMHU Y4eOHYIO



(mperogaBaTeNbCKyl0) paboOTy M JAPYrylo paboTy B COOTBETCTBHH ¢ YKazoMm lIpesuaeHTa
Poccuiickoit @enepanun or 7 mas 2012 1. Ne 597 «O wmeponpuaTusax IO pean3aluu
rOCyJapCTBEHHOMN COIMATbHON TOTUTUKI.
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